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Summary

CVE CVE-2014-3710

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-05 11:55:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description The donote function in readelf.c in file through 5.20, as used in the Fileinfo component in PHP 5.4.34, does not ensure that sufficient note headers are present, which allows remote attackers to cause a denial of service (out-of-bounds read and application crash) via a crafted ELF file.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Php Php All All All All

Application Php Php 5.4.34 All All All

Application Php Php 5.4.34 All All All
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Bug 1155071 – CVE-2014-3710 file: out-of-bounds read in elf note headers CONFIRM bugzilla.redhat.com

208.43.231.11 Git - php-src.git/commit git.php.net

Oracle Solaris Third Party Bulletin - July 2015 CONFIRM www.oracle.com
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