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Summary

CVE CVE-2014-3756

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-16 11:59:00 UTC

Updated 2014-11-17 17:36:00 UTC

Description The client in Mumble 1.2.x before 1.2.6 allows remote attackers to force the loading of an external file and cause a denial of service (hang and resource consumption) via a crafted string that is treated as rich-text by a Qt widget, as demonstrated by the (1) user or (2) channel name in a Qt dialog, (3) subject common name or (4) email address to the Certificate Wizard, or (5) server name in a tooltip.

Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mumble Mumble 1.2.0 All All All

Application Mumble Mumble 1.2.1 All All All

Application Mumble Mumble 1.2.2 All All All

Application Mumble Mumble 1.2.3 All All All

Application Mumble Mumble 1.2.3 rc1 All All

Application Mumble Mumble 1.2.3 rc2 All All

Application Mumble Mumble 1.2.3 rc3 All All

Application Mumble Mumble 1.2.4 All All All

Application Mumble Mumble 1.2.4 beta1 All All

Application Mumble Mumble 1.2.4 rc1 All All

Application Mumble Mumble 1.2.5 All All All

Application Mumble Mumble 1.2.0 All All All

Application Mumble Mumble 1.2.1 All All All

Application Mumble Mumble 1.2.2 All All All

Application Mumble Mumble 1.2.3 All All All

Application Mumble Mumble 1.2.3 rc1 All All

Application Mumble Mumble 1.2.3 rc2 All All

https://cve.report/
https://cve.report/CVE-2014-3756/mitre
https://cve.report/CVE-2014-3756/nist
https://cve.report/CVE-2014-3756/cve_org
https://cve.report/CVE-2014-3756.pdf
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble
http://cve.report/vendor/mumble
http://cve.report/software/mumble/mumble


Application Mumble Mumble 1.2.3 rc2 All All

Application Mumble Mumble 1.2.3 rc3 All All

Application Mumble Mumble 1.2.4 All All All

Application Mumble Mumble 1.2.4 beta1 All All

Application Mumble Mumble 1.2.4 rc1 All All

Application Mumble Mumble 1.2.5 All All All

References

Reference Source Link Tags

oss-security - Re: Mumble 1.2.6: Mumble-SA-2014-005 and Mumble-SA-2014-006 MLIST www.openwall.com

oss-security - Mumble 1.2.6: Mumble-SA-2014-005 and Mumble-SA-2014-006 MLIST www.openwall.com

mumble.info/security/Mumble-SA-2014-006.txt CONFIRM mumble.info Vendor Advisory

Mumble CVE-2014-3756 Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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