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CVE CVE-2014-3801
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-23 14:55:00 UTC
Updated 2017-12-29 02:29:00 UTC
Description OpenStack Orchestration API (Heat) 2013.2 through 2013.2.3 and 2014.1, when creating the stack for a template using a p

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Heat 2013.2 All All All
Application Openstack Heat 2013.2.1 All All All
Application Openstack Heat 2013.2.2 All All All
Application Openstack Heat 2013.2.3 All All All
Application Openstack Heat 2014.1 All All All
Application Openstack Heat 2013.2 All All All
Application Openstack Heat 2013.2.1 All All All
Application Openstack Heat 2013.2.2 All All All
Application Openstack Heat 2013.2.3 All All All
Application Openstack Heat 2014.1 All All All
Reference Source Link Tags

Bug #1311223 “[OSSA 2014-016] User's provider templates show up ...” : Bugs : heat CONFIRM bugs.launchpad.net
OpenStack Heat Template URL Information Disclosure Vulnerability BID www.securityfocus.com
oss-security - Re: CVE request for vulnerability in OpenStack Heat MLIST www.openwall.com

USN-2249-1: OpenStack Heat vulnerability | Ubuntu UBUNTU  www.ubuntu.com
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oss-security - CVE request for vulnerability in OpenStack Heat MLIST www.openwall.com

Red Hat Customer Portal REDHAT  rhn.redhat.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an:
(| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996186 Python (Pip) Security Update for openstack-heat (GHSA-86qj-4h55-fvpw)
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