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Summary

CVE CVE-2014-3803

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-21 11:14:00 UTC

Updated 2017-01-07 03:00:00 UTC

Description The SpeechInput feature in Blink, as used in Google Chrome before 35.0.1916.114, allows remote attackers to enable microphone access and obtain speech-recognition text without indication via an INPUT element with a -x-webkit-speech attribute.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 35.0.1916.0 All All All

Application Google Chrome 35.0.1916.1 All All All

Application Google Chrome 35.0.1916.10 All All All

Application Google Chrome 35.0.1916.101 All All All

Application Google Chrome 35.0.1916.103 All All All

Application Google Chrome 35.0.1916.104 All All All

Application Google Chrome 35.0.1916.105 All All All

Application Google Chrome 35.0.1916.106 All All All

Application Google Chrome 35.0.1916.107 All All All

Application Google Chrome 35.0.1916.108 All All All

Application Google Chrome 35.0.1916.109 All All All

Application Google Chrome 35.0.1916.11 All All All

Application Google Chrome 35.0.1916.110 All All All

Application Google Chrome 35.0.1916.111 All All All

Application Google Chrome 35.0.1916.112 All All All

Application Google Chrome 35.0.1916.13 All All All

Application Google Chrome 35.0.1916.14 All All All
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Application Google Chrome 35.0.1916.14 All All All

Application Google Chrome 35.0.1916.15 All All All

Application Google Chrome 35.0.1916.17 All All All

Application Google Chrome 35.0.1916.18 All All All

Application Google Chrome 35.0.1916.19 All All All

Application Google Chrome 35.0.1916.2 All All All

Application Google Chrome 35.0.1916.20 All All All

Application Google Chrome 35.0.1916.21 All All All

Application Google Chrome 35.0.1916.22 All All All

Application Google Chrome 35.0.1916.23 All All All

Application Google Chrome 35.0.1916.27 All All All

Application Google Chrome 35.0.1916.3 All All All

Application Google Chrome 35.0.1916.31 All All All

Application Google Chrome 35.0.1916.32 All All All

Application Google Chrome 35.0.1916.33 All All All

Application Google Chrome 35.0.1916.34 All All All

Application Google Chrome 35.0.1916.35 All All All

Application Google Chrome 35.0.1916.36 All All All

Application Google Chrome 35.0.1916.37 All All All

Application Google Chrome 35.0.1916.38 All All All

Application Google Chrome 35.0.1916.39 All All All

Application Google Chrome 35.0.1916.4 All All All

Application Google Chrome 35.0.1916.40 All All All

Application Google Chrome 35.0.1916.41 All All All

Application Google Chrome 35.0.1916.42 All All All

Application Google Chrome 35.0.1916.43 All All All

Application Google Chrome 35.0.1916.44 All All All

Application Google Chrome 35.0.1916.45 All All All

Application Google Chrome 35.0.1916.46 All All All

Application Google Chrome 35.0.1916.47 All All All

Application Google Chrome 35.0.1916.48 All All All

Application Google Chrome 35.0.1916.49 All All All

Application Google Chrome 35.0.1916.5 All All All

Application Google Chrome 35.0.1916.51 All All All

Application Google Chrome 35.0.1916.52 All All All

Application Google Chrome 35.0.1916.54 All All All
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Application Google Chrome 35.0.1916.56 All All All

Application Google Chrome 35.0.1916.57 All All All

Application Google Chrome 35.0.1916.59 All All All

Application Google Chrome 35.0.1916.6 All All All

Application Google Chrome 35.0.1916.61 All All All

Application Google Chrome 35.0.1916.68 All All All

Application Google Chrome 35.0.1916.69 All All All

Application Google Chrome 35.0.1916.7 All All All

Application Google Chrome 35.0.1916.71 All All All

Application Google Chrome 35.0.1916.72 All All All

Application Google Chrome 35.0.1916.74 All All All

Application Google Chrome 35.0.1916.77 All All All

Application Google Chrome 35.0.1916.8 All All All

Application Google Chrome 35.0.1916.80 All All All

Application Google Chrome 35.0.1916.82 All All All

Application Google Chrome 35.0.1916.84 All All All

Application Google Chrome 35.0.1916.85 All All All

Application Google Chrome 35.0.1916.86 All All All

Application Google Chrome 35.0.1916.88 All All All

Application Google Chrome 35.0.1916.9 All All All

Application Google Chrome 35.0.1916.90 All All All

Application Google Chrome 35.0.1916.92 All All All

Application Google Chrome 35.0.1916.93 All All All

Application Google Chrome 35.0.1916.95 All All All

Application Google Chrome 35.0.1916.96 All All All

Application Google Chrome 35.0.1916.98 All All All

Application Google Chrome 35.0.1916.99 All All All

Application Google Chrome 35.0.1916.0 All All All

Application Google Chrome 35.0.1916.1 All All All

Application Google Chrome 35.0.1916.10 All All All

Application Google Chrome 35.0.1916.101 All All All

Application Google Chrome 35.0.1916.103 All All All

Application Google Chrome 35.0.1916.104 All All All

Application Google Chrome 35.0.1916.105 All All All

Application Google Chrome 35.0.1916.106 All All All

Application Google Chrome 35.0.1916.107 All All All
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Application Google Chrome 35.0.1916.107 All All All

Application Google Chrome 35.0.1916.108 All All All

Application Google Chrome 35.0.1916.109 All All All

Application Google Chrome 35.0.1916.11 All All All

Application Google Chrome 35.0.1916.110 All All All

Application Google Chrome 35.0.1916.111 All All All

Application Google Chrome 35.0.1916.112 All All All

Application Google Chrome 35.0.1916.13 All All All

Application Google Chrome 35.0.1916.14 All All All

Application Google Chrome 35.0.1916.15 All All All

Application Google Chrome 35.0.1916.17 All All All

Application Google Chrome 35.0.1916.18 All All All

Application Google Chrome 35.0.1916.19 All All All

Application Google Chrome 35.0.1916.2 All All All

Application Google Chrome 35.0.1916.20 All All All

Application Google Chrome 35.0.1916.21 All All All

Application Google Chrome 35.0.1916.22 All All All

Application Google Chrome 35.0.1916.23 All All All

Application Google Chrome 35.0.1916.27 All All All

Application Google Chrome 35.0.1916.3 All All All

Application Google Chrome 35.0.1916.31 All All All

Application Google Chrome 35.0.1916.32 All All All

Application Google Chrome 35.0.1916.33 All All All

Application Google Chrome 35.0.1916.34 All All All

Application Google Chrome 35.0.1916.35 All All All

Application Google Chrome 35.0.1916.36 All All All

Application Google Chrome 35.0.1916.37 All All All

Application Google Chrome 35.0.1916.38 All All All

Application Google Chrome 35.0.1916.39 All All All

Application Google Chrome 35.0.1916.4 All All All

Application Google Chrome 35.0.1916.40 All All All

Application Google Chrome 35.0.1916.41 All All All

Application Google Chrome 35.0.1916.42 All All All

Application Google Chrome 35.0.1916.43 All All All

Application Google Chrome 35.0.1916.44 All All All

Application Google Chrome 35.0.1916.45 All All All
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Application Google Chrome 35.0.1916.46 All All All

Application Google Chrome 35.0.1916.47 All All All

Application Google Chrome 35.0.1916.48 All All All

Application Google Chrome 35.0.1916.49 All All All

Application Google Chrome 35.0.1916.5 All All All

Application Google Chrome 35.0.1916.51 All All All

Application Google Chrome 35.0.1916.52 All All All

Application Google Chrome 35.0.1916.54 All All All

Application Google Chrome 35.0.1916.56 All All All

Application Google Chrome 35.0.1916.57 All All All

Application Google Chrome 35.0.1916.59 All All All

Application Google Chrome 35.0.1916.6 All All All

Application Google Chrome 35.0.1916.61 All All All

Application Google Chrome 35.0.1916.68 All All All

Application Google Chrome 35.0.1916.69 All All All

Application Google Chrome 35.0.1916.7 All All All

Application Google Chrome 35.0.1916.71 All All All

Application Google Chrome 35.0.1916.72 All All All

Application Google Chrome 35.0.1916.74 All All All

Application Google Chrome 35.0.1916.77 All All All

Application Google Chrome 35.0.1916.8 All All All

Application Google Chrome 35.0.1916.80 All All All

Application Google Chrome 35.0.1916.82 All All All

Application Google Chrome 35.0.1916.84 All All All

Application Google Chrome 35.0.1916.85 All All All

Application Google Chrome 35.0.1916.86 All All All

Application Google Chrome 35.0.1916.88 All All All

Application Google Chrome 35.0.1916.9 All All All

Application Google Chrome 35.0.1916.90 All All All

Application Google Chrome 35.0.1916.92 All All All

Application Google Chrome 35.0.1916.93 All All All

Application Google Chrome 35.0.1916.95 All All All

Application Google Chrome 35.0.1916.96 All All All

Application Google Chrome 35.0.1916.98 All All All

Application Google Chrome 35.0.1916.99 All All All
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Application Google Chrome All All All All

References
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To Listen Without Consent – Abusing the HTML5 Speech | GUYA.NET

Google Chrome CVE-2014-3803 Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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