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Summary

CVE CVE-2014-3814

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-13 14:55:00 UTC

Updated 2014-06-26 04:50:00 UTC

Description The Juniper Networks NetScreen Firewall devices with ScreenOS before 6.3r17, when configured to use the internal DNS lookup client, allows remote attackers to cause a denial of service (crash and reboot) via a sequence of malformed packets to the device IP.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Juniper Netscreen-5200 - All All All

Hardware Juniper Netscreen-5200 - All All All

Hardware Juniper Netscreen-5400 - All All All

Hardware Juniper Netscreen-5400 - All All All

Operating System Juniper Screenos 6.0.0 All All All

Operating System Juniper Screenos 6.1.0 All All All

Operating System Juniper Screenos 6.2.0 All All All

Operating System Juniper Screenos 6.0.0 All All All

Operating System Juniper Screenos 6.1.0 All All All

Operating System Juniper Screenos 6.2.0 All All All

Operating System Juniper Screenos All All All All

References

Reference Source

Juniper Networks - 2014-06 Security Bulletin: NetScreen Firewall: Malformed IPv6 packet DoS issue (CVE-2014-3814) - Knowledge Base CONFIRM

Security Advisory SA59026 - Juniper NetScreen ScreenOS IPv6 Packets and DNS Lookup Two Denial of Service Vulnerabilities - Secunia SECUNIA
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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