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AVN/AC:LIAUSIC:CCIAT Certain versions of Junos from Juniper contain the foIIowing
’ vulnerability:

Juniper Junos 11.4 before 11.4R12, 12.1 before 12.1R11, 12.1X44
before 12.1X44-D35, 12.1X45 before 12.1X45-D30, 12.1X46 before
12.1X46-D20, 12.1X47 before 12.1X47-D10, 12.2 before 12.2R8-S2,
12.3 before 12.3R7, 13.1 before 13.1R4-S2, 13.2 before 13.2R5, 13.3
before 13.3R2-S2, and 14.1 before 14.1R1 allows remote
authenticated users to gain privileges via unspecified combinations of CLI commands and
arguments.

CVE-2014-3816 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 9-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LOW
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Juniper Networks - 2014-07 Security Bulletin: Junos: Multiple privilege CONFIRM
escalation vulnerabilities in Junos CLI (CVE-2014-3816) - Knowledge Base kb.juniper.net/InfoCenter/index?

page=content&id=JSA10634

Juniper Junos Unspecified Command Line Interface Flaw Lets Local Users Gain 7y SECTRACK 1030559
Root Privileges - SecurityTracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.


https://cve.report/
https://cve.report/CVE-2014-3816/mitre
https://cve.report/CVE-2014-3816/nist
https://cve.report/CVE-2014-3816/cve_org
https://cve.report/CVE-2014-3816.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://kb.juniper.net/InfoCenter/index?page=content&id=JSA10634
http://www.securitytracker.com/id/1030559
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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