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Summary

CVE CVE-2014-3828

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-23 01:55:00 UTC

Updated 2019-07-30 20:15:00 UTC

Description Multiple SQL injection vulnerabilities in Centreon 2.5.1 and Centreon Enterprise Server 2.2 (fixed in Centreon web 2.5.3) allow remote attackers to execute arbitrary SQL commands via (1) the index_id parameter to views/graphs/common/makeXML_ListMetrics.php, (2) the sid parameter to views/graphs/GetXmlTree.php, (3) the session_id parameter to views/graphs/graphStatus/displayServiceStatus.php, (4) the mnftr_id parameter to configuration/configObject/traps/GetXMLTrapsForVendor.php, or (5) the index parameter to common/javascript/commandGetArgs/cmdGetExample.php in include/.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Merethis Centreon 2.5.1 All All All

Application Merethis Centreon 2.5.1 All All All

Application Merethis Centreon Enterprise Server 2.2 All All All

Application Merethis Centreon Enterprise Server 2.2 All All All

References

Reference

fix #5895 : security issues · centreon/centreon@cc21098 · GitHub

Centreon 2.5.3 — Centreon 19.10 documentation

Centreon and Centreon Enterprise Server CVE-2014-3828 Multiple SQL Injection Vulnerabilities

Vulnerability Note VU#298796 - Centreon contains multiple vulnerabilities

Full Disclosure: Multiple unauthenticated SQL injections and unauth enticated remote command injection in Centreon <= 2.5.2 and Centreon Enterprise Server <= 2.2|3.0

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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