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CVE CVE-2014-3840
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-27 13:55:00 UTC
Updated 2014-06-18 04:32:00 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in apps/common/templates/calculate_form_title.html in Mayan EDMS 0.13
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mayan-edms Mayan Edms 0.13 All All All
Application Mayan-edms Mayan Edms 0.13 All All All

References

/

Reference Source
oss-sec: Persistent XSS in Mayan EDMS - document management system MLIST
Mayan EDMS Multiple HTML Injection Vulnerabilities BID
research.openflare.org/advisories/OF-2014-09/mayan-edbs-storedxss.txt MISC
oss-sec: Re: Persistent XSS in Mayan EDMS - document management system MLIST

Bump python-gnupg from 0.3.9 to 0.4.4 in /requirements by dependabot - Pull Request #3 - mayan-edms/Mayan-EDMS - GitHub ~ CONFIRN

research.openflare.org/poc/maya-edms/maya-edms_multiple_xss.avi MISC
Remove the striptags functionality, fixes some instances of XSS, issu... - mayan-edms/Mayan-EDMS@398c480 - GitHub CONFIRNM
Multiple Stored XSS in Mayan-EDMS web-based document management OS system EXPLOIT-
CVE Program record CVE.ORC
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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