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CVE CVE-2014-3857
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-03 14:55:00 UTC
Updated 2018-10-09 19:47:00 UTC
Description Multiple SQL injection vulnerabilities in Kerio Control Statistics in Kerio Control (formerly WinRoute Firewall) before 8.3.2 all

/ |
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kerio Control 8.3.0 All All All
Application Kerio Control 8.3.0 All All All
Application Kerio Control All All All All

References |
Reference Source Link
SecurityFocus BUGTRAQ WWW.£
Kerio Control 8.3.1 - Blind SQL Injection EXPLOIT-DB  www.¢

Security Advisory SA59215 - Kerio Control OpenSSL Security Issue and Two SQL Injection Vulnerabilities - Secunia  SECUNIA secun

108584 OSVDB osvdb
Kerio Control 8.3.1 Blind SQL Injection ~ Packet Storm MISC packe
Kerio Control small business firewall CONFIRM www.
Kerio Control <= 8.3.1 Boolean-based blind SQL Injection MISC fereid:
CVE Program record CVE.ORG WWW.(
NVD vulnerability detail NVD nvd.ni

/ |

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2014-3857/mitre
https://cve.report/CVE-2014-3857/nist
https://cve.report/CVE-2014-3857/cve_org
https://cve.report/CVE-2014-3857.pdf
http://cve.report/vendor/kerio
http://cve.report/software/kerio/control
http://cve.report/vendor/kerio
http://cve.report/software/kerio/control
http://cve.report/vendor/kerio
http://cve.report/software/kerio/control
http://www.securityfocus.com/archive/1/532607/100/0/threaded
http://www.exploit-db.com/exploits/33954
http://secunia.com/advisories/59215
http://osvdb.org/show/osvdb/108584
http://packetstormsecurity.com/files/127320/Kerio-Control-8.3.1-Blind-SQL-Injection.html
http://www.kerio.com/support/kerio-control/release-history
http://fereidani.com/articles/show/76_kerio_control_8_3_1_boolean_based_blind_sql_injection
https://www.cve.org/CVERecord?id=CVE-2014-3857
https://nvd.nist.gov/vuln/detail/CVE-2014-3857

There are currently no legacy QID mappings associated with this CVE.
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