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Summary

CVE CVE-2014-3883

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-21 15:55:00 UTC

Updated 2014-06-23 17:19:00 UTC

Description Usermin before 1.600 allows remote attackers to execute arbitrary operating-system commands via unspecified vectors related to a user action.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webmin Usermin 0.4 All All All

Application Webmin Usermin 0.5 All All All

Application Webmin Usermin 0.6 All All All

Application Webmin Usermin 0.7 All All All

Application Webmin Usermin 0.80 All All All

Application Webmin Usermin 0.90 All All All

Application Webmin Usermin 0.910 All All All

Application Webmin Usermin 0.929 All All All

Application Webmin Usermin 0.930 All All All

Application Webmin Usermin 0.940 All All All

Application Webmin Usermin 0.950 All All All

Application Webmin Usermin 0.960 All All All

Application Webmin Usermin 0.970 All All All

Application Webmin Usermin 0.980 All All All

Application Webmin Usermin 0.990 All All All

Application Webmin Usermin 1.000 All All All

Application Webmin Usermin 1.010 All All All
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Application Webmin Usermin 1.010 All All All

Application Webmin Usermin 1.020 All All All

Application Webmin Usermin 1.030 All All All

Application Webmin Usermin 1.040 All All All

Application Webmin Usermin 1.050 All All All

Application Webmin Usermin 1.051 All All All

Application Webmin Usermin 1.060 All All All

Application Webmin Usermin 1.070 All All All

Application Webmin Usermin 1.080 All All All

Application Webmin Usermin 1.090 All All All

Application Webmin Usermin 1.100 All All All

Application Webmin Usermin 1.110 All All All

Application Webmin Usermin 1.120 All All All

Application Webmin Usermin 1.130 All All All

Application Webmin Usermin 1.140 All All All

Application Webmin Usermin 1.150 All All All

Application Webmin Usermin 1.160 All All All

Application Webmin Usermin 1.170 All All All

Application Webmin Usermin 1.180 All All All

Application Webmin Usermin 1.190 All All All

Application Webmin Usermin 1.200 All All All

Application Webmin Usermin 1.210 All All All

Application Webmin Usermin 1.220 All All All

Application Webmin Usermin 1.230 All All All

Application Webmin Usermin 1.240 All All All

Application Webmin Usermin 1.250 All All All

Application Webmin Usermin 1.260 All All All

Application Webmin Usermin 1.270 All All All

Application Webmin Usermin 1.280 All All All

Application Webmin Usermin 1.290 All All All

Application Webmin Usermin 1.300 All All All

Application Webmin Usermin 1.310 All All All

Application Webmin Usermin 1.320 All All All

Application Webmin Usermin 1.330 All All All

Application Webmin Usermin 1.340 All All All

Application Webmin Usermin 1.350 All All All
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Application Webmin Usermin 1.360 All All All

Application Webmin Usermin 1.370 All All All

Application Webmin Usermin 1.380 All All All

Application Webmin Usermin 1.390 All All All

Application Webmin Usermin 1.400 All All All

Application Webmin Usermin 1.410 All All All

Application Webmin Usermin 1.420 All All All

Application Webmin Usermin 1.430 All All All

Application Webmin Usermin 1.440 All All All

Application Webmin Usermin 1.450 All All All

Application Webmin Usermin 1.460 All All All

Application Webmin Usermin 1.470 All All All

Application Webmin Usermin 1.480 All All All

Application Webmin Usermin 1.490 All All All

Application Webmin Usermin 1.500 All All All

Application Webmin Usermin 1.510 All All All

Application Webmin Usermin 1.520 All All All

Application Webmin Usermin 1.530 All All All

Application Webmin Usermin 1.540 All All All

Application Webmin Usermin 1.550 All All All

Application Webmin Usermin 1.560 All All All

Application Webmin Usermin 1.570 All All All

Application Webmin Usermin 1.580 All All All

Application Webmin Usermin 0.4 All All All

Application Webmin Usermin 0.5 All All All

Application Webmin Usermin 0.6 All All All

Application Webmin Usermin 0.7 All All All

Application Webmin Usermin 0.80 All All All

Application Webmin Usermin 0.90 All All All

Application Webmin Usermin 0.910 All All All

Application Webmin Usermin 0.929 All All All

Application Webmin Usermin 0.930 All All All

Application Webmin Usermin 0.940 All All All

Application Webmin Usermin 0.950 All All All

Application Webmin Usermin 0.960 All All All

Application Webmin Usermin 0.970 All All All
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Application Webmin Usermin 0.970 All All All

Application Webmin Usermin 0.980 All All All

Application Webmin Usermin 0.990 All All All

Application Webmin Usermin 1.000 All All All

Application Webmin Usermin 1.010 All All All

Application Webmin Usermin 1.020 All All All

Application Webmin Usermin 1.030 All All All

Application Webmin Usermin 1.040 All All All

Application Webmin Usermin 1.050 All All All

Application Webmin Usermin 1.051 All All All

Application Webmin Usermin 1.060 All All All

Application Webmin Usermin 1.070 All All All

Application Webmin Usermin 1.080 All All All

Application Webmin Usermin 1.090 All All All

Application Webmin Usermin 1.100 All All All

Application Webmin Usermin 1.110 All All All

Application Webmin Usermin 1.120 All All All

Application Webmin Usermin 1.130 All All All

Application Webmin Usermin 1.140 All All All

Application Webmin Usermin 1.150 All All All

Application Webmin Usermin 1.160 All All All

Application Webmin Usermin 1.170 All All All

Application Webmin Usermin 1.180 All All All

Application Webmin Usermin 1.190 All All All

Application Webmin Usermin 1.200 All All All

Application Webmin Usermin 1.210 All All All

Application Webmin Usermin 1.220 All All All

Application Webmin Usermin 1.230 All All All

Application Webmin Usermin 1.240 All All All

Application Webmin Usermin 1.250 All All All

Application Webmin Usermin 1.260 All All All

Application Webmin Usermin 1.270 All All All

Application Webmin Usermin 1.280 All All All

Application Webmin Usermin 1.290 All All All

Application Webmin Usermin 1.300 All All All

Application Webmin Usermin 1.310 All All All
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Application Webmin Usermin 1.320 All All All

Application Webmin Usermin 1.330 All All All

Application Webmin Usermin 1.340 All All All

Application Webmin Usermin 1.350 All All All

Application Webmin Usermin 1.360 All All All

Application Webmin Usermin 1.370 All All All

Application Webmin Usermin 1.380 All All All

Application Webmin Usermin 1.390 All All All

Application Webmin Usermin 1.400 All All All

Application Webmin Usermin 1.410 All All All

Application Webmin Usermin 1.420 All All All

Application Webmin Usermin 1.430 All All All

Application Webmin Usermin 1.440 All All All

Application Webmin Usermin 1.450 All All All

Application Webmin Usermin 1.460 All All All

Application Webmin Usermin 1.470 All All All

Application Webmin Usermin 1.480 All All All

Application Webmin Usermin 1.490 All All All

Application Webmin Usermin 1.500 All All All

Application Webmin Usermin 1.510 All All All

Application Webmin Usermin 1.520 All All All

Application Webmin Usermin 1.530 All All All

Application Webmin Usermin 1.540 All All All

Application Webmin Usermin 1.550 All All All

Application Webmin Usermin 1.560 All All All

Application Webmin Usermin 1.570 All All All

Application Webmin Usermin 1.580 All All All

Application Webmin Usermin All All All All

References

Reference Source

JVN#48805624: Usermin vulnerable to OS command injection JVN

JVNDB-2014-000057 JVNDB

「Usermin」における OS コマンド・インジェクションの脆弱性の対策について(JVN#48805624)：IPA 独立行政法人 情報処理推進機構 MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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