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CVE.ORG

Print: PDF %5

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-3884

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback

2014-07-20 11:12:00 UTC

2014-07-22 22:55:00 UTC

Cross-site scripting (XSS) vulnerability in Usermin before 1.600 allows remote attackers to inject arbitrary web script or HTN

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Application Webmin Usermin 1.320 All All All
Application Webmin Usermin 1.330 All All All
Application Webmin Usermin 1.340 All All All
Application Webmin Usermin 1.350 All All All
Application Webmin Usermin 1.360 All All All
Application Webmin Usermin 1.370 All All All
Application Webmin Usermin 1.380 All All All
Application Webmin Usermin 1.390 All All All
Application Webmin Usermin 1.400 All All All
Application Webmin Usermin 1.410 All All All
Application Webmin Usermin 1.420 All All All
Application Webmin Usermin 1.430 All All All
Application Webmin Usermin 1.440 All All All
Application Webmin Usermin 1.450 All All All
Application Webmin Usermin 1.460 All All All
Application Webmin Usermin 1.470 All All All
Application Webmin Usermin 1.480 All All All
Application Webmin Usermin 1.490 All All All
Application Webmin Usermin 1.500 All All All
Application Webmin Usermin 1.510 All All All
Application Webmin Usermin 1.520 All All All
Application Webmin Usermin 1.530 All All All
Application Webmin Usermin 1.540 All All All
Application Webmin Usermin 1.550 All All All
Application Webmin Usermin 1.560 All All All
Application Webmin Usermin 1.570 All All All
Application Webmin Usermin 1.580 All All All
Application Webmin Usermin All All All All
Reference Source Link Tags
JVN#92737498: Usermin vulnerable to cross-site scripting JVN jvn.jp Vendor Advisory
JVNDB-2014-000058 JVNDB jvndb.jvn.jp Vendor Advisory
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://jvn.jp/en/jp/JVN92737498/index.html
http://jvndb.jvn.jp/jvndb/JVNDB-2014-000058
https://www.cve.org/CVERecord?id=CVE-2014-3884
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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