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CVE CVE-2014-3895
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-07-29 20:55:00 UTC
Updated 2014-07-30 18:48:00 UTC

Description The I-O DATA TS-WLCAM camera with firmware 1.06 and earlier, TS-WLCAM/V camera with firmware 1.06 and earlier, T¢
i)

/ |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware lodata Ts-ptcam/poe Camera - All All All
Hardware lodata Ts-ptcam/poe Camera Firmware All All All All
Hardware lodata Ts-ptcam/poe Camera - All All All
Hardware lodata Ts-ptcam/poe Camera - All All All
Hardware lodata Ts-ptcam/poe Camera Firmware All All All All
Hardware lodata Ts-ptcam Camera - All All All
Hardware lodata Ts-ptcam Camera - All All All
Operating System lodata Ts-ptcam Camera Firmware All All All All
Hardware lodata Ts-wlc2 Camera - All All All
Hardware lodata Ts-wlc2 Camera - All All All
Operating System lodata Ts-wlc2 Camera Firmware All All All All
Hardware lodata Ts-wlcam/v Camera - All All All
Operating System lodata Ts-wlcam/v Camera Firmware All All All All
Hardware lodata Ts-wlcam/v Camera - All All All
Hardware lodata Ts-wlcam/v Camera - All All All
Operating System lodata Ts-wlcam/v Camera Firmware All All All All
Hardware lodata Ts-wlcam Camera - All All All
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Hardware lodata Ts-wlcam Camera - All All All
Operating System lodata Ts-wlcam Camera Firmware All All All All
Hardware lodata Ts-wptcam Camera - All All All
Hardware lodata Ts-wptcam Camera - All All All
Operating System lodata Ts-wptcam Camera Firmware All All All All
Reference Source Link Tags
JVNDB-2014-000087 JVNDB jvndb.jvn.jp
JVN#94592501: Multiple I-O DATA IP Cameras vulnerable to authentication bypass JVN jvn.jp

FYFIT=TOAAS TQwatch (70 vF) 4 YU —XTERAOSEREASHSE CONFIRM  www.iodata.jp  Vendor Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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