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CVE CVE-2014-3916
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-16 17:59:00 UTC
Updated 2019-08-08 14:43:00 UTC
Description The str_buf_cat function in string.c in Ruby 1.9.3, 2.0.0, and 2.1 allows context-dependent attackers to cause a denial of se

/ |

1|

Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 1.9.3 All All All
Application Rubyonrails Rails 2.0.0 All All All
Application Rubyonrails Rails 2.1.0 All All All
Application Rubyonrails Rails 1.9.3 All All All
Application Rubyonrails Rails 2.0.0 All All All
Application Rubyonrails Rails 21.0 All All All

References |
Reference Source Link
IBM X-Force Exchange XF exchange.xforce.il
Ruby 'string.c’ Remote Memory Corruption Vulnerability BID www.securityfocus
Bug #9709: Large string causes SEGV with x64-mingw32 - ruby-trunk - Ruby Issue Tracking System MISC bugs.ruby-lang.or¢
oss-sec: Fwd: [ruby-core:62800] [ruby-trunk - Bug #9709] Large string causes SEGV with x64-mingw32 MLIST seclists.org

oss-sec: Re: Fwd: [ruby-core:62800] [ruby-trunk - Bug #9709] Large string causes SEGV with x64-mingw32  MLIST seclists.org
CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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