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CVE CVE-2014-3931
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2017-03-31 16:59:00 UTC
Updated 2026-04-21 18:55:50 UTC
Description fastping.c in MRLG (aka Multi-Router Looking Glass) before 5.5.0 allows remote attackers to cause an arbitrary memory wr

| 1|

Risk And Classification

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

within the Bounds of a Memory Buffer

Version Source Type Score
3.1 nvd@nist.gov Primary 9.8
3.1 ADP DECLARED 9.8
3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 9.8
2.0 nvd@nist.gov Primary 7.5

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

EPSS: 0.499830000 probability, percentile 0.978320000 (date 2026-04-22)
CISA KEV: Listed on 2025-07-07; due 2025-07-28; ransomware use Unknown
Problem Types: CWE-119 | n/a | CWE-119 CWE-119 Improper Restriction of Operations

Severity  Vector

CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:P/I:P/A:P
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CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2014-3931/mitre
https://cve.report/CVE-2014-3931/nist
https://cve.report/CVE-2014-3931/cve_org
https://cve.report/api/cve/CVE-2014-3931.json
https://cve.report/CVE-2014-3931.pdf
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:P/I:P/A:P
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CISA Known Exploited Vulnerability

Vendor Looking Glass

Product Multi-Router Looking Glass (MRLG)

Name Multi-Router Looking Glass (MRLG) Buffer Overflow Vulnerability

Required Action Apply mitigations per vendor instructions, follow applicable BOD 22-01 guidance for cloud services, or

discontinue use of the product if mitigations are unavailable.

Notes https://mrlg.op-sec.us/ ; https://nvd.nist.gov/vuln/detail/CVE-2014-3931

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update  Edition Language

Application Multi-router Looking Glass Project Multi-router Looking Glass All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not snecified


http://cve.report/vendor/multi-router_looking_glass_project
http://cve.report/software/multi-router_looking_glass_project/multi-router_looking_glass
http://cve.report/vendor/na
http://cve.report/software/na/n/a
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References

Reference Source
www.s3.eurecom.fr/cve/CVE-2014-3931..txt af854a3a-2127-422b-91ae-364da2661108
www.cisa.gov/known-exploited-vulnerabilities-catalog 134c704f-9b21-4f2e-91b3-4a467353bccO

#16330 Multiple issues in looking-glass software (aka from web to BGP injections) - HackerOne  af854a3a-2127-422b-91ae-364da2661108

mrlg af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG

NVD vulnerability detail NVD

CISA Known Exploited Vulnerabilities catalog CISA

/ |

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2025-07-07T00:00:00.000Z CVE-2014-3931 added to CISA KEV

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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