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CVE CVE-2014-3936
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-02 14:55:00 UTC
Updated 2023-04-26 19:27:00 UTC
Description Stack-based buffer overflow in the do_hnap function in www/my_cgi.cgi in D-Link DSP-W215 (Rev. A1) with firmware 1.01k
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Hardware D-link Dir-505! Shareport Mobile Companion al All All All
Hardware D-link Dir-5051 Shareport Mobile Companion al All All All
Operating System D-link Dir505I Shareport Mobile Companion Firmware All All All All
Hardware D-link Dir505 Shareport Mobile Companion al All All All
Hardware D-link Dir505 Shareport Mobile Companion al All All All
Operating System D-link Dir505 Shareport Mobile Companion Firmware All All All All
Hardware D-link Dsp-w215 al All All All
Hardware D-link Dsp-w215 al All All All
Operating System D-link Dsp-w215 Firmware All b06 All All
Hardware Dlink Dir-505I Shareport Mobile Companion at All All All
Operating System Dlink Dir505I Shareport Mobile Companion Firmware All All All All
Hardware Dlink Dir505 Shareport Mobile Companion at All All All
Operating System Dlink Dir505 Shareport Mobile Companion Firmware All All All All
Hardware Dlink Dsp-w215 al All All All
Operating System Dlink Dsp-w215 Firmware All b06 All All
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Reference

Security Advisory SA58972 - D-Link DIR-505 / DIR-505L Wireless Router HNAP &quot;GetDeviceSettings&quot; Buffer Overflow Vulnerability
D-Link Technical Support

D-Link HNAP Request Remote Buffer Overflow ~ Packet Storm

DIR-505 and DIR-505L Stack Buffer Overflow Vulnerability

Hacking the D-Link DSP-W215 Smart Plug - /dev/ttySO

Security Advisory SA58728 - D-Link DSP-W215 Multiple Buffer Overflow Vulnerabilities - Secunia

D-Link Technical Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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