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CVE CVE-2014-3952
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-07-15 14:55:00 UTC
Updated 2017-08-29 01:34:00 UTC

Description FreeBSD 8.4 before p14, 9.1 before p17, 9.2 before p10, and 10.0 before p7 does not properly initialize the buffer between
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.2 - All All

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.2 - All All

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ib
Security Advisory SA62218 - Debian update for kfreebsd-9 - Secunia SECUNIA secunia.com
FreeBSD-SA-14:17 FREEBSD www.freebsd.org
Debian -- Security Information -- DSA-3070-1 kfreebsd-9 DEBIAN www.debian.org
FreeBSD CVE-2014-3952 Local Information Disclosure Vulnerability BID www.securityfocus
FreeBSD Kernel Memory Initialization Flaws Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracke
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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