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CVE CVE-2014-3959
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-06-03 14:55:00 UTC
Updated 2016-10-19 16:45:00 UTC

Description Cross-site scripting (XSS) vulnerability in list.jsp in the Configuration utility in F5 BIG-IP LTM, AFM, Analytics, APM, ASM, C
i

/ ]

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application F5 Big-ip Access Policy Manager 11.2.1 All All All
Application F5 Big-ip Access Policy Manager 11.5.1 All All All
Application F5 Big-ip Access Policy Manager 11.2.1 All All All
Application F5 Big-ip Access Policy Manager 11.5.1 All All All
Application F5 Big-ip Advanced Firewall Manager 11.2.1 All All All
Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All
Application F5 Big-ip Advanced Firewall Manager 11.2.1 All All All
Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All
Application F5 Big-ip Analytics 11.2.1 All All All
Application F5 Big-ip Analytics 11.5.1 All All All
Application F5 Big-ip Analytics 11.2.1 All All All
Application F5 Big-ip Analytics 11.5.1 All All All
Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All
Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All
Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All
Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All
Application F5 Big-ip Application Security Manager 11.21 All All All
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Application F5 Enterprise Manager 3.0.0 All All All
Application F5 Enterprise Manager 3.1.1 All All All
Application F5 Enterprise Manager 3.0.0 All All All
Application F5 Enterprise Manager 3.1.1 All All All
Reference Source
F5 Enterprise Manager Input Validation Flaw in Configuration Utility 'list.jsp’ Permits Cross-Site Scripting Attacks - SecurityTracker SECTRA
F5 BIG-IP Input Validation Flaw in Configuration Utility 'list.jsp' Permits Cross-Site Scripting Attacks - SecurityTracker SECTRA
Multiple F5 BIG-IP and Enterprise Manager 'list.jsp' Multiple Cross Site Scripting Vulnerabilities BID
support.f5.com/kb/en-us/solutions/public/15000/200/s0115296.html CONFIRI
Security Advisory SA58969 - F5 Multiple Products Configuration Utility list.jsp Cross-Site Scripting Vulnerability - Secunia SECUNI/
CVE Program record CVE.OR!
NVD vulnerability detail NVD

£l u

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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