CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-3970

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-3970

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-06-11 14:55:00 UTC

2017-01-07 03:00:00 UTC

The pa_rtp_recv function in modules/rtp/rtp.c in the module-rtp-recv module in PulseAudio 5.0 and earlier allows remote att
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pulseaudio Pulseaudio 1.0 All All All
Pulseaudio Pulseaudio 1.1 All All All
Pulseaudio Pulseaudio 1.99.1 All All All
Pulseaudio Pulseaudio 1.99.2 All All All
Pulseaudio Pulseaudio 2.0 All All All
Pulseaudio Pulseaudio 21 All All All
Pulseaudio Pulseaudio 3.0 All All All
Pulseaudio Pulseaudio 4.0 All All All
Pulseaudio Pulseaudio 5.0 All All All
Pulseaudio Pulseaudio 1.0 All All All
Pulseaudio Pulseaudio 1.1 All All All
Pulseaudio Pulseaudio 1.99.1 All All All
Pulseaudio Pulseaudio 1.99.2 All All All
Pulseaudio Pulseaudio 2.0 All All All
Pulseaudio Pulseaudio 21 All All All
Pulseaudio Pulseaudio 3.0 All All All
Pulseaudio Pulseaudio 4.0 All All All
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Support / Security / Advisories / / MDVSA-2015:134 | Mandriva

PulseAudio 'pa_rtp_recv()' Function Remote Denial of Service Vulnerability

oss-sec: CVE request: PulseAudio crash due to empty UDP packet

[pulseaudio-discuss] Remotely triggerable crash in module-rtp-recv

Security Advisory SA60624 - SUSE update for pulseaudio - Secunia

oss-sec: Re: CVE request: PulseAudio crash due to empty UDP packet

Mageia Advisory: MGASA-2014-0440 - Updated pulseaudio package fixes RTP remote crash vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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