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Summary

CVE CVE-2014-3976

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-05 17:55:00 UTC

Updated 2015-09-02 17:01:00 UTC

Description Buffer overflow in A10 Networks Advanced Core Operating System (ACOS) before 2.7.0-p6 and 2.7.1 before 2.7.1-P1_55 allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a long session id in the URI to sys_reboot.html. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System A10networks Advanced Core Operating System 2.7.0 All All All

Operating System A10networks Advanced Core Operating System 2.7.1 All All All

Operating System A10networks Advanced Core Operating System 2.7.0 All All All

Operating System A10networks Advanced Core Operating System 2.7.1 All All All

References

Reference

A10 Networks ACOS Remote Buffer Overflow Vulnerability

Full Disclosure: [Quantum Leap Advisory] #QLA140402 - A10 Networks remote Buffer Overflow

Security Advisory SA57640 - Advanced Core Operating System (ACOS) HTTP Requests URI Processing Buffer Overflow Vulnerability - Secunia

A10 Networks remote Buffer Overflow - Quantum leap

A10 Networks ACOS 2.7.0-P2(build: 53) - Buffer Overflow

105354

A10 Networks ACOS 2.7.0-P2 Buffer Overflow ≈ Packet Storm

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2014-3976/mitre
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https://cve.report/CVE-2014-3976.pdf
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http://www.securityfocus.com/bid/66588
http://seclists.org/fulldisclosure/2014/Apr/16
http://secunia.com/advisories/57640
http://www.quantumleap.it/a10-networks-remote-buffer-overflow-softax
http://www.exploit-db.com/exploits/32702
http://osvdb.org/show/osvdb/105354
http://packetstormsecurity.com/files/125979/A10-Networks-ACOS-2.7.0-P2-Buffer-Overflow.html
https://www.cve.org/CVERecord?id=CVE-2014-3976
https://nvd.nist.gov/vuln/detail/CVE-2014-3976


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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