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The getHTTPResponse function in miniwget.c in MiniUPnP 1.9 allows remote attackers to cause a denial of service (crash)

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Miniupnp Project Miniupnp 1.9 All All All
Application Miniupnp Project Miniupnp 1.9 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
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Bug 1085618 — CVE-2014-3985 miniupnpc buffer overrun - network facing DoS crash  CONFIRM  bugzilla.redhat.com Issue Tracking
MiniUPnPc: Buffer overflow (GLSA 201701-41) — Gentoo security GENTOO  security.gentoo.org Third Party Ac
openSUSE-SU-2014:0815-1: moderate: miniupnpc: Update to 1.9 to fix buffe SUSE lists.opensuse.org Mailing List, T
MiniUPnP 'miniwget.c' Remote Buffer Overflow Vulnerability BID www.securityfocus.com  Third Party Ac
oss-sec: Re: CVE request: possible miniupnpc buffer overflow MLIST seclists.org Exploit, Mailin
miniwget.c: fixed potential buffer overrun - miniupnp/miniupnp@3a87aa2 - GitHub CONFIRM  github.com Patch, Third P
oss-sec: CVE request: possible miniupnpc buffer overflow MLIST seclists.org Exploit, Mailin
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710421 Gentoo Linux MiniUPnPc Buffer overflow Vulnerability (GLSA 201701-41)
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