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CVE CVE-2014-3990
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-20 21:29:00 UTC
Updated 2019-04-25 18:37:00 UTC
Description The Cart::getProducts method in system/library/cart.php in OpenCart 1.5.6.4 and earlier allows remote attackers to conduct
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Risk And Classification

Problem Types: CWE-611 | CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Opencart Opencart All All All All

Reference Source Link T
OpenCart 'Cart::getProducts()' Method PHP Object Injection Vulnerability BID www.securityfocus.com T
OpenCart 1.5.6.4 PHP Object Injection ~ Packet Storm MISC packetstormsecurity.com E
Full Disclosure: [KIS-2014-08] OpenCart <= 1.5.6.4 (cart.php) PHP Object Injection Vulnerability FULLDISC seclists.org E
SecurityFocus BUGTRAQ www.securityfocus.com E
OpenCart <= 1.5.6.4 (cart.php) PHP Object Injection Vulnerability | Karma(ln)Security MISC karmainsecurity.com E
Protection from object injection in cart - opencart-ce/opencart-ce@c2aafc8 - GitHub CONFIRM  github.com ls
CVE Program record CVE.ORG www.cve.org Ci
NVD vulnerability detail NVD nvd.nist.gov Ci
< 2

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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