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AVNACMAUNCNIPIAN Certain versions of Dolibarr from Dolibarr contain the following
’ vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in Dolibarr ERP/CRM
3.5.3 allow remote attackers to inject arbitrary web script or HTML via
the (1) dol_use_jmobile, (2) dol_optimize_smallscreen, (3)
dol_no_mouse_hover, (4) dol_hide_topmenu, (5) dol_hide_leftmenu,
(6) mainmenu, or (7) leftmenu parameter to index.php; the (8)
dol_use_jmobile, (9) dol_optimize_smallscreen, (10) dol_no_mouse_hover, (11)
dol_hide_topmenu, or (12) dol_hide_leftmenu parameter to user/index.php; the (13)
dol_use_jmobile, (14) dol_optimize_smallscreen, (15) dol_no_mouse_hover, (16)
dol_hide_topmenu, or (17) dol_hide_leftmenu parameter to user/logout.php; the (18) email,
(19) firstname, (20) job, (21) lastname, or (22) login parameter in an update action in a "User
Card" to user/fiche.php; or the (23) modulepart or (24) file parameter to viewimage.php.

CVE-2014-3991 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: [ASEMEDIIN |

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Dolibarr CMS 3.5.3 SQL Injection / Cross Site I8 MISC packetstormsecurity.com/files/127389/Dolibarr-CMS-
Scripting ~ Packet Storm 3.5.3-SQL-Injection-Cross-Site-Scripting.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to vou. No inferences should be drawn on account of other sites beina referenced. or not. from this paae. There mav be other websites that
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Dolibarr Dolibarr 3.5.3 All All All
Application Dolibarr Dolibarr 3.5.3 All All All
Application Dolibarr Dolibarr Erp/crm 3.5.3 All All All

cpe:2.3:a:dolibarr:dolibarr:3.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:dolibarr:dolibarr:3.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:dolibarr:dolibarr_erpVerm:3.5.3:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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