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Summary

CVE CVE-2014-3997

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-05 15:59:00 UTC

Updated 2019-07-16 12:23:00 UTC

Description SQL injection vulnerability in the MetadataServlet servlet in ManageEngine Password Manager Pro (PMP) and Password Manager Pro Managed Service Providers (MSP) edition 5 through 7 build 7003, IT360 and IT360 Managed Service Providers (MSP) edition before 10.3.3 build 10330, and possibly other ManageEngine products, allows remote attackers or remote authenticated users to execute arbitrary SQL commands via the sv parameter to MetadataServlet.dat.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine It360 All All All All

Application Zohocorp Manageengine It360 All All All All

Application Zohocorp Manageengine Password Manager Pro 5.0 All All All

Application Zohocorp Manageengine Password Manager Pro 5.0 All All All

Application Zohocorp Manageengine Password Manager Pro 5.1 All All All

Application Zohocorp Manageengine Password Manager Pro 5.1 All All All

Application Zohocorp Manageengine Password Manager Pro 5.2 All All All

Application Zohocorp Manageengine Password Manager Pro 5.2 All All All

Application Zohocorp Manageengine Password Manager Pro 5.3 All All All

Application Zohocorp Manageengine Password Manager Pro 5.3 All All All

Application Zohocorp Manageengine Password Manager Pro 5.4 All All All

Application Zohocorp Manageengine Password Manager Pro 5.4 All All All

Application Zohocorp Manageengine Password Manager Pro 6.0 All All All

Application Zohocorp Manageengine Password Manager Pro 6.0 All All All

Application Zohocorp Manageengine Password Manager Pro 6.0 build6002 All All

Application Zohocorp Manageengine Password Manager Pro 6.0 build6002 All All

Application Zohocorp Manageengine Password Manager Pro 6.1 All All All
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Application Zohocorp Manageengine Password Manager Pro 6.1 All All All

Application Zohocorp Manageengine Password Manager Pro 6.1 build6104 All All

Application Zohocorp Manageengine Password Manager Pro 6.1 build6104 All All

Application Zohocorp Manageengine Password Manager Pro 6.2 All All All

Application Zohocorp Manageengine Password Manager Pro 6.2 All All All

Application Zohocorp Manageengine Password Manager Pro 6.2 build6201 All All

Application Zohocorp Manageengine Password Manager Pro 6.2 build6201 All All

Application Zohocorp Manageengine Password Manager Pro 6.3 All All All

Application Zohocorp Manageengine Password Manager Pro 6.3 All All All

Application Zohocorp Manageengine Password Manager Pro 6.4 All All All

Application Zohocorp Manageengine Password Manager Pro 6.4 All All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6401 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6401 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6402 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6402 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6403 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6403 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6404 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6404 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 All All All

Application Zohocorp Manageengine Password Manager Pro 6.5 All All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6503 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6503 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6504 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6504 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6505 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6505 All All

Application Zohocorp Manageengine Password Manager Pro 6.6 build6600 All All

Application Zohocorp Manageengine Password Manager Pro 6.6 build6600 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6700 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6700 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6701 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6701 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6800 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6800 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6801 All All
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Application Zohocorp Manageengine Password Manager Pro 6.8 build6801 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6802 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6802 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6803 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6803 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 All All All

Application Zohocorp Manageengine Password Manager Pro 6.9 All All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6900 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6900 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6901 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6901 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6902 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6902 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6903 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6903 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6904 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6904 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 All All All

Application Zohocorp Manageengine Password Manager Pro 7.0 All All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7000 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7000 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7001 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7001 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7002 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7002 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7003 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7003 All All

Application Zohocorp Manageengine Password Manager Pro 5.0 All All All

Application Zohocorp Manageengine Password Manager Pro 5.0 All All All

Application Zohocorp Manageengine Password Manager Pro 5.1 All All All

Application Zohocorp Manageengine Password Manager Pro 5.1 All All All

Application Zohocorp Manageengine Password Manager Pro 5.2 All All All

Application Zohocorp Manageengine Password Manager Pro 5.2 All All All

Application Zohocorp Manageengine Password Manager Pro 5.3 All All All

Application Zohocorp Manageengine Password Manager Pro 5.3 All All All

Application Zohocorp Manageengine Password Manager Pro 5.4 All All All
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Application Zohocorp Manageengine Password Manager Pro 5.4 All All All

Application Zohocorp Manageengine Password Manager Pro 5.4 All All All

Application Zohocorp Manageengine Password Manager Pro 6.0 All All All

Application Zohocorp Manageengine Password Manager Pro 6.0 All All All

Application Zohocorp Manageengine Password Manager Pro 6.0 build6002 All All

Application Zohocorp Manageengine Password Manager Pro 6.0 build6002 All All

Application Zohocorp Manageengine Password Manager Pro 6.1 All All All

Application Zohocorp Manageengine Password Manager Pro 6.1 build6104 All All

Application Zohocorp Manageengine Password Manager Pro 6.1 build6104 All All

Application Zohocorp Manageengine Password Manager Pro 6.2 All All All

Application Zohocorp Manageengine Password Manager Pro 6.2 All All All

Application Zohocorp Manageengine Password Manager Pro 6.2 build6201 All All

Application Zohocorp Manageengine Password Manager Pro 6.2 build6201 All All

Application Zohocorp Manageengine Password Manager Pro 6.3 All All All

Application Zohocorp Manageengine Password Manager Pro 6.3 All All All

Application Zohocorp Manageengine Password Manager Pro 6.4 All All All

Application Zohocorp Manageengine Password Manager Pro 6.4 All All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6401 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6401 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6402 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6402 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6403 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6403 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6404 All All

Application Zohocorp Manageengine Password Manager Pro 6.4 build6404 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 All All All

Application Zohocorp Manageengine Password Manager Pro 6.5 All All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6503 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6503 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6504 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6504 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6505 All All

Application Zohocorp Manageengine Password Manager Pro 6.5 build6505 All All

Application Zohocorp Manageengine Password Manager Pro 6.6 build6600 All All

Application Zohocorp Manageengine Password Manager Pro 6.6 build6600 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6700 All All
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Application Zohocorp Manageengine Password Manager Pro 6.7 build6700 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6701 All All

Application Zohocorp Manageengine Password Manager Pro 6.7 build6701 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6800 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6800 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6801 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6801 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6802 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6802 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6803 All All

Application Zohocorp Manageengine Password Manager Pro 6.8 build6803 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 All All All

Application Zohocorp Manageengine Password Manager Pro 6.9 All All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6900 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6900 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6901 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6901 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6902 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6902 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6903 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6903 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6904 All All

Application Zohocorp Manageengine Password Manager Pro 6.9 build6904 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 All All All

Application Zohocorp Manageengine Password Manager Pro 7.0 All All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7000 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7000 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7001 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7001 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7002 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7002 All All

Application Zohocorp Manageengine Password Manager Pro 7.0 build7003 All All
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