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CVE CVE-2014-4006
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-06-09 20:55:00 UTC

Updated 2014-06-18 04:33:00 UTC
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Risk And Classification

Description The SAP Trader's and Scheduler's Workbench (TSW) for SAP Oil & Gas has hardcoded credentials, which makes it easier
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Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version  Update
Application  Sap Oil Industry Solution Traders And Schedulers Workbench - All
Application  Sap Oil Industry Solution Traders And Schedulers Workbench - All

Edition Language
All All

All All

References

Reference Source
service.sap.com/sap/support/notes/1920323 CONFIRM
Acknowledgments to Security Researchers | SCN CONFIRM
Multiple SAP Components Hardcoded Credentials Information Disclosure Vulnerability BID

Full Disclosure: [Onapsis Security Advisories] Multiple Hard-coded Usernames in SAP Components  FULLDISC

Page not found - Layer Seven Security MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link

service.sap.com
scn.sap.com
www.securityfocus.com
seclists.org
www.layersevensecurity.c
WwWWw.Ccve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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