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Summary

CVE CVE-2014-4022

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-09 14:55:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The alloc_domain_struct function in arch/arm/domain.c in Xen 4.4.x, when running on an ARM platform, does not properly initialize the structure containing the grant table pages for a domain, which allows local guest administrators to obtain sensitive information via the GNTTABOP_setup_table subhypercall.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Xen Xen 4.4.0 All All All

Operating System Xen Xen 4.4.0 rc1 All All

Operating System Xen Xen 4.4.0 All All All

Operating System Xen Xen 4.4.0 rc1 All All

References

Reference Source Link

Security Advisory SA59523 - Xen ARM Grant Table Pages Memory Disclosure Weakness - Secunia SECUNIA secunia.com

Xen ARM GNTTABOP_setup_table() Discloses Potentially Sensitive Information to Local Users - SecurityTracker SECTRACK www.securitytracker.com

XSA-101 - Xen Security Advisories CONFIRM xenbits.xen.org

Xen 'gnttab_setup_table' Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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