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CVE-2014-4023
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AVNACMAUNCNIPAN Certain versions of Big-ip Access Policy Manager from F5 contain the
’ following vulnerability:

Cross-site scripting (XSS) vulnerability in tmui/dashboard/echo.jsp in
the Configuration utility in F5 BIG-IP LTM, APM, ASM, GTM, and Link
Controller 11.0.0 before 11.6.0 and 10.1.0 through 10.2.4, AAM 11.4.0
before 11.6.0, AFM and PEM 11.3.0 before 11.6.0, Analytics 11.0.0
through 11.5.1, Edge Gateway, WebAccelerator, and WOM 11.0.0
through 11.3.0 and 10.1.0 through 10.2.4, and PSM 11.0.0 through 11.4.1 and 10.1.0 through
10.2.4 and Enterprise Manager 3.0.0 through 3.1.1 and 2.1.0 through 2.3.0 allows remote
attackers to inject arbitrary web script or HTML via unspecified vectors.

CVE-2014-4023 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

SOL15532 - XSS vulnerability in echo.jsp {® CONFIRM support.f5.com/kb/en-
CVE-2014-4023 us/solutions/public/15000/500/s0l15532.html
F5 BIG-IP Input Validation Flaw in (%) SECTRACK 1030776

'tmui/dashboard/echo.jsp' Permits Cross-
Site Scripting Attacks - Security Tracker

Vulnerability Lab - SEC Consult ¥ MISC www.sec-
consult.com/fxdata/seccons/prod/temedia/advisories_txt/20140828-
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application F5 Big-ip Access Policy Manager 10.1.0 All All All
Application F5 Big-ip Access Policy Manager 10.2.0 All All All
Application F5 Big-ip Access Policy Manager 10.2.1 All All All
Application F5 Big-ip Access Policy Manager 10.2.2 All All All
Application F5 Big-ip Access Policy Manager 10.2.3 All All All
Application F5 Big-ip Access Policy Manager 10.2.4 All All All
Application F5 Big-ip Access Policy Manager 11.0.0 All All All
Application F5 Big-ip Access Policy Manager 11.1.0 All All All
Application F5 Big-ip Access Policy Manager 11.2.0 All All All
Application F5 Big-ip Access Policy Manager 11.2.1 All All All
Application F5 Big-ip Access Policy Manager 11.3.0 All All All
Application F5 Big-ip Access Policy Manager 11.4.0 All All All
Application F5 Big-ip Access Policy Manager 11.4.1 All All All
Application F5 Big-ip Access Policy Manager 11.5.0 All All All
Application F5 Big-ip Access Policy Manager 11.5.1 All All All
Application F5 Big-ip Access Policy Manager 10.1.0 All All All
Application F5 Big-ip Access Policy Manager 10.2.0 All All All
Application F5 Big-ip Access Policy Manager 10.2.1 All All All
Application F5 Big-ip Access Policy Manager 10.2.2 All All All
Application F5 Big-ip Access Policy Manager 10.2.3 All All All
Application F5 Big-ip Access Policy Manager 10.2.4 All All All
Application F5 Big-ip Access Policy Manager 11.0.0 All All All
Application F5 Big-ip Access Policy Manager 11.1.0 All All All
Application F5 Big-ip Access Policy Manager 11.2.0 All All All
Application F5 Big-ip Access Policy Manager 11.2.1 All All All
Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.0 All All All
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cpe:2.3:a:f5:big-ip_access_policy_manager:10.1.0

cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.0:*:*:***:":*:

cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.1

cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.3

cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.4

cpe:2.3:a:f5:big-ip_access_policy_manager:11.0.0:*:"* "
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aKLk kKKK Lk,

cpe:2.3:a:f5:big-ip_access_policy_manager:11.1.0:*:*:***:*:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:11.2.0:*:*:***:*:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:11.2.1 %
cpe:2.3:a:f5:big-ip_access_policy_manager:11.3.0:*: "
cpe:2.3:a:f5:big-ip_access_policy_manager:11.4.0:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:11.4.1:* "%
cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.0:*:***:**:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.1 % %
cpe:2.3:a:f5:big-ip_access_policy_manager:10.1.0:*:* %"
cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.0:*:*:**:**:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.1:*:* %%
cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.2:*:**:*:**:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.3:*:***:**:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:10.2.4:*:*:***:*:*:
cpe:2.3:a:f5:big-ip_access_policy_manager:11.0.0:*:*:**:":*:
cpe:2.3:a:f5:big-ip_access_policy_manager:11.1.0:" %%
cpe:2.3:a:f5:big-ip_access_policy_manager:11.2.0:*:*: %"
cpe:2.3:a:f5:big-ip_access_policy_manager:11.2.1:*:* %"
cpe:2.3:a:f5:big-ip_access_policy_manager:11.3.0:* %"
cpe:2.3:a:f5:big-ip_access_policy_manager:11.4.0:%:* """
cpe:2.3:a:f5:big-ip_access_policy_manager:11.4.1:* x> "

akLk kKKK Lk,

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.0:" %"

AkLk kLK Lk LKLk,

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.1:% 7 *:":*:

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.3.0:*:*:":*:*:

Skkkukkakak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.4.0:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.4.1:* "

Skk Kk k ok akak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.0:*:*:*:*:*

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.1:*:* "

cpe:2.3:a:f5:big-ip advanced firewall manager:11.3.0:*:*:*:***:*:



Skk ok ak ok akak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.4.0:*:*:*:*
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.4.1:*:*:** %
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.0:*:*: " "
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.1: "

Kk kKR kK,

cpe:2.3:a:f5:big-ip_analytics:11.0.0:* "
cpe:2.3:a:f5:big-ip_analytics:11.1.0:*: "
cpe:2.3:a:f5:big-ip_analytics:11.2.0:*: "
cpe:2.3:a:f5:big-ip_analytics:11.2.1 "
cpe:2.3:a:f5:big-ip_analytics:11.3.0:* " :*:
cpe:2.3:a:f5:big-ip_analytics:11.4.0:*: "
cpe:2.3:a:f5:big-ip_analytics:11.4.1: "
cpe:2.3:a:f5:big-ip_analytics:11.5.0:*: %"
cpe:2.3:a:f5:big-ip_analytics:11.5.1: % """
cpe:2.3:a:f5:big-ip_analytics:11.0.0:" "™
cpe:2.3:a:f5:big-ip_analytics:11.1.0:* %"
cpe:2.3:a:f5:big-ip_analytics:11.2.0:" "™
cpe:2.3:a:f5:big-ip_analytics:11.2. 1% """
cpe:2.3:a:f5:big-ip_analytics:11.3.0:" """
cpe:2.3:a:f5:big-ip_analytics:11.4.0:" %"
cpe:2.3:a:f5:big-ip_analytics:11.4. 1% %"
cpe:2.3:a:f5:big-ip_analytics:11.5.0:* "

cpe:2.3:a:f5:big-ip_analytics:11.5.1: % %"

dkukakkakakak.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.4.0:*:":*:* "

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.4.1:%:* ™

dkkak ok akakuk,

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.0:*:*:*:***:*:

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.1:%:**:***:*:

LRk Lk akakakuk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.4.0:*:*:*:***:*:

dkakakok ok akak.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.4.1:*:**:***:*:



dkak kR akakuk,

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.0:*:**:**:*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.1:*:**:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.1.0:*: "
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.1:*: " :*:

Sk Lk k kR akak.

cpe:2.3:a:f5:big-ip_application_security_manager:10.2.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.3:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.4:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.0.0:*:**:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.1.0:*:**:***:*:

Lk kR kR akak.

cpe:2.3:a:f5:big-ip_application_security_manager:11.2.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.2.1:***:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.3.0:*:**:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.4.0:*:*:* "
cpe:2.3:a:f5:big-ip_application_security_manager:11.4.1:%:* "
cpe:2.3:a:f5:big-ip_application_security_manager:11.5.0:%:*:* "
cpe:2.3:a:f5:big-ip_application_security_manager:11.5.1:%:* "
cpe:2.3:a:f5:big-ip_application_security_manager:10.1.0:%:*:* "
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.1:%:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.2:%:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.3:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:10.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.0.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.1.0:*:*:*:*
cpe:2.3:a:f5:big-ip_application_security_manager:11.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_application_security_manager:11.2.1:*:**:*

cpe:2.3:a:f5:big-ip_application_security_manager:11.3.0:*:*:*:*:*:*:*:

AnnD eafRhin in annlinatinn caniiribhs mananar-d 1 A NFokakckokakk,
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cpe:2.3:a:f5:big-ip_application_security_manager:11.4.1:*:*****:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.5.0:*: " *:*:
cpe:2.3:a:f5:big-ip_application_security_manager:11.5.1: "
cpe:2.3:a:f5:big-ip_edge_gateway:10.1.0:*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.0:*:*:*:*:**:*:

cpe:2.3:a:f5:big-ip_edge_gateway:10.2.1 %"

LRk ak kR akak.

cpe:2.3:a:f5:big-ip_edge_gateway:10.2.2:*:*:*:***:*:

Sk Lk ak kR akak.

cpe:2.3:a:f5:big-ip_edge_gateway:10.2.3:*:*: """
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.4:*:*:**:
cpe:2.3:a:f5:big-ip_edge_gateway:11.0.0:*:*:* " "
cpe:2.3:a:f5:big-ip_edge_gateway:11.1.0:*: 7 %
cpe:2.3:a:f5:big-ip_edge_gateway:11.2.0:*:*:**:**:*:
cpe:2.3:a:f5:big-ip_edge_gateway:11.2.1:* 7 *:":*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:11.3.0:* """
cpe:2.3:a:f5:big-ip_edge_gateway:10.1.0:* """
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.0:::*:*:":*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.1:* """
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.2:*:*:*:*:":*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.3:*::*:*:":*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:10.2.4::*:**:":*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:11.0.0:*:*:**:":*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:11.1.0:* """
cpe:2.3:a:f5:big-ip_edge_gateway:11.2.0::*:**:*:*:*:
cpe:2.3:a:f5:big-ip_edge_gateway:11.2.1: """
cpe:2.3:a:f5:big-ip_edge_gateway:11.3.0:* 7 :*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.1:": " ™



cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.2:*:*:*:*:**:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.3:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.4:*:* " :*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.0.0:*: ™
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.1.0:* ™
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.2.0:*:*: " :*:

ARk Rk ok Rk,

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.2.1: "
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.3.0:*:*: " :*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.4.0:*:* " :*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.4.1:* > **:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.0:* " :*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.1:* %
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.1.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.1:*:*:":*:*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.3:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:10.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.1.0:*:*:*:*
cpe:2.3:a:f5:big-ip_global_traffic_manager:11.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.2.1:*:*:*:*:*

akk Lk okakakk.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.3.0:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.4.0:*:*:*:*:*:

dkLkuk kR ukk,

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.4.1:*:**:**

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.0:*:*:*:*:*:*:*:

ARk Lk ok Lk ak k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.1:**:*:***:*:

dkkakakakakak.

cpe:2.3:a:f5:big-ip_link_controller:10.1.0:*:*:*:*:*:*::



dkakk Lk akakuk.

cpe:2.3:a:f5:big-ip_link_controller:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_link_controller:10.2.1:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_link_controller:10.2.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_link_controller:10.2.3:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_link_controller:10.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_link_controller:11.0.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_link_controller:11.1.0:*: 7 :*:
cpe:2.3:a:f5:big-ip_link_controller:11.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_link_controller:11.2.1:*:** "
cpe:2.3:a:f5:big-ip_link_controller:11.3.0:*:*:*:**:*:*:

dkakak ok akakak.

cpe:2.3:a:f5:big-ip_link_controller:11.4.0:*:*:*:**:*:*:

dk Kk ok akakak.

cpe:2.3:a:f5:big-ip_link_controller:11.4.1: %

cpe:2.3:a:f5:big-ip_link_controller:11.5.0:*:**:**:*:*:

cpe:2.3:a:f5:big-ip_link_controller:11.5.1: > %™

cpe:2.3:a:f5:big-ip_link_controller:10.1.0:*:*:":*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:10.2.0:*:*:":*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:10.2.1:*:*: " "™

cpe:2.3:a:f5:big-ip_link_controller:10.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:10.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:10.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:11.0.0:*:*:*:*:*:*::

cpe:2.3:a:f5:big-ip_link_controller:11.1.0:*:*:*:*

dkkakkakakuk.

cpe:2.3:a:f5:big-ip_link_controller:11.2.0:*:*:*:*:*:*::

dkkakkakakak.

cpe:2.3:a:f5:big-ip_link_controller:11.2.1 %"

cpe:2.3:a:f5:big-ip_link_controller:11.3.0:*:*:*:**:*::

dkkakkakakuk.

cpe:2.3:a:f5:big-ip_link_controller:11.4.0:*:*:*:**:*::

cpe:2.3:a:f5:big-ip_link_controller:11.4.1 %%

dkkakakakakak.

cpe:2.3:a:f5:big-ip_link_controller:11.5.0:*:*:*:*:*:*::

dkakakak ok akak.

cpe:2.3:a:f5:big-ip_link_controller:11.5.1 % %



kKKK kKK,

cpe:2.3:a:f5:big-ip_local_traffic_manager:10.1.0:*: %
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.0:*:**:*:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.1:*:*:****:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.3::*:*:**:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.4:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.0.0::*:****:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.1.0:: "™
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.2.0::*:***:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.2.1:*:*:***:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.3.0::*:*:**:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.4.0::*:***:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.4.1:******:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.0:*:* %"
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.1:% % "
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.1.0:*:*:*:***:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.1:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.2:%:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.3:%:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:10.2.4:*:*:*:*:**:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:11.0.0:*:*:*:*:*:*:*:

B R

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.1.0:*:* % "

ARk LKLk LKLk k,

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.2.0:*:*:*: %"

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.2.1:*:* "

ARk kKK LKLk,

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.3.0:*:* "

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.4.0:*:* 7 :*:

ARk kKK LKLk,

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.4.1:*:*****:*:



cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.0::*:*:***:*:

kKKK kKK,

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.1:* %

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.3.0:*:* " :*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.4.0: " :*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.4.1: "
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.0: " :*:

ak kR kR Rk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.1:* " :*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.3.0:*:*: " :*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.4.0:*:*: " :*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.4.1: > :*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.1:***:***:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.1.0:*:***:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.1:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.2::*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.3:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.1.0:*: """
cpe:2.3:a:f5:big-ip_protocol_security_module:11.2.0:*: % *:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.2.1:*:* """
cpe:2.3:a:f5:big-ip_protocol_security_module:11.3.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.4.0:*:*:**:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.4.1:*:***:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.1.0:*:***:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.1:*:*:**:*:*:*:

Skuk ok kakakuk.

cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.2:*:*:*:*:*:*:*:



cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.3:*:*:*:*:*:*:*:

Skuk Lk k ok akak.

cpe:2.3:a:f5:big-ip_protocol_security_module:10.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.0.0:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.1.0:*:*:
cpe:2.3:a:f5:big-ip_protocol_security_module:11.2.0:*:*:*
cpe:2.3:a:f5:big-ip_protocol_security_module:11.2.1 %

Sk Kk kR akak.

cpe:2.3:a:f5:big-ip_protocol_security_module:11.3.0:*: "

cpe:2.3:a:f5:big-ip_protocol_security_module:11.4.0:*:*: "

cpe:2.3:a:f5:big-ip_protocol_security_module:11.4.1 %

cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.1.0:*:*:***:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.0:*:*:**:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.1:*:*:**:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.3:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.1.0:*:*:*:*
cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.2.1:*:*:* "
cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.3.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.1.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.1:*:*:*:***:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.3:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_wan_optimization_manager:10.2.4:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.0.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.1.0:*:*:* "



akakk kR kR,

cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.2.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.2.1:* "

dkak kR Lk akk.

cpe:2.3:a:f5:big-ip_wan_optimization_manager:11.3.0:* "

cpe:2.3:a:f5:big-ip_webaccelerator:10.1.0:*:*: " :™:

cpe:2.3:a:f5:big-ip_webaccelerator:10.2.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_webaccelerator:11.2.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_webaccelerator:11.2.1:******:*:

cpe:2.3:a:f5:big-ip_webaccelerator:11.3.0: "%

cpe:2.3:a:f5:big-ip_webaccelerator:10.1.0:*: %"

cpe:2.3:a:f5:big-ip_webaccelerator:10.2.0:*: %" *:*:*:

cpe:2.3:a:f5:big-ip_webaccelerator:10.2.1:*: """

cpe:2.3:a:f5:big-ip_webaccelerator:10.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_webaccelerator:10.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_webaccelerator:10.2.4:":*:* """

cpe:2.3:a:f5:big-ip_webaccelerator:11.0.0:™:*: "%

cpe:2.3:a:f5:big-ip_webaccelerator:11.1.0:":*: " ™

aKLk LKLk k LKLk,

cpe:2.3:a:f5:big-ip_webaccelerator:11.2.1:*: """

cpe:2.3:a:f5:big-ip_webaccelerator:11.3.0:*: "

cpe:2.3:a:f5:enterprise_manager:3.0.0:*:*:* "

cpe:2.3:a:f5:enterprise_manager:3.1.0:*:*:* "

cpe:2.3:a:f5:enterprise_manager:3.1.1:*:* "

rne2 R-hfR:-antarnriece mananer:2 1 N-x-xkkokoksk.



UM U U U LT M IO AT Y ks T s s e s s

cpe:2.3:h:f5:enterprise_manager:2.2.0:*:*: "

cpe:2.3:h:f5:enterprise_manager:2.3.0:*: " **:*:

cpe:2.3:a:f5:enterprise_manager:3.0.0:*: " "

cpe:2.3:a:f5:enterprise_manager:3.1.0:*: "

cpe:2.3:a:f5:enterprise_manager:3.1.1:* " "

cpe:2.3:h:f5:enterprise_manager:2.1.0:*: " " *:*:

cpe:2.3:h:f5:enterprise_manager:2.2.0:*:*:*:*:*:*:*:

cpe:2.3:h:f5:enterprise_manager:2.3.0:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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