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Summary

CVE CVE-2014-4043

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-06 23:55:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description The posix_spawn_file_actions_addopen function in glibc before 2.20 does not copy its path argument in accordance with the POSIX specification, which allows context-dependent attackers to trigger use-after-free vulnerabilities.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

References
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Bug 17048 – posix_spawn_file_actions_addopen fails to copy the path argument (CVE-2014-4043) CONFIRM sourceware.org

sourceware.org Git - glibc.git/blobdiff - ChangeLog CONFIRM sourceware.org

Full Disclosure: SEC Consult SA-20190612-0 :: Multiple vulnerabilities in WAGO 852 Industrial Managed Switch Series FULLDISC seclists.org

sourceware.org Git - glibc.git/blobdiff - posix/spawn_faction_addopen.c sourceware.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Bugtraq: SEC Consult SA-20190612-0 :: Multiple vulnerabilities in WAGO 852 Industrial Managed Switch Series BUGTRAQ seclists.org

Support / Security / Advisories / / MDVSA-2014:152 | Mandriva MANDRIVA www.mandriva.com

[security-announce] openSUSE-SU-2015:1387-1: important: Security update SUSE lists.opensuse.org

Full Disclosure: SEC Consult SA-20190904-0 :: Multiple vulnerabilities in Cisco router series RV34X, RV26X and RV16X FULLDISC seclists.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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