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Heap-based buffer overflow in the php_parserr function in ext/standard/dns.c in PHP 5.6.0beta4 and earlier allows remote ¢
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Opensuse Opensuse 11.3 All All All
Opensuse Opensuse 11.3 All All All
Php Php All All All All
Php Php 5.6.0 alphat All All
Php Php 5.6.0 alpha2 All All
Php Php 5.6.0 alpha3 All All
Php Php 5.6.0 alpha4 All All
Php Php 5.6.0 alphab All All
Php Php 5.6.0 betal All All
Php Php 5.6.0 beta2 All All
Php Php 5.6.0 beta3 All All
Php Php 5.6.0 alphat All All
Php Php 5.6.0 alpha2 All All
Php Php 5.6.0 alpha3 All All

Php Php 5.6.0 alpha4 All All
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Application Php Php 5.6.0 alphabs All All
Application Php Php 5.6.0 betat All All
Application Php Php 5.6.0 beta2 All All
Application Php Php 5.6.0 beta3 All All
Application Php Php All beta4 All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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