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Unspecified vulnerability in Oracle Java SE 5.0u65, 6u75, 7u60, and 8u5 allows remote attackers to affect confidentiality, in
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Jdk 1.5.0 update65 All All
Oracle Jak 1.5.0 update_65 All All
Oracle Jdk 1.6.0 update75 All All
Oracle Jak 1.6.0 update_75 All All
Oracle Jak 1.7.0 update60 All All
Oracle Jak 1.8.0 updateb All All
Oracle Jak 1.5.0 update_65 All All
Oracle Jak 1.6.0 update_75 All All
Oracle Jdk 1.7.0 update60 All All
Oracle Jdk 1.8.0 update5 All All
Oracle Jre 1.5.0 update65 All All
Oracle Jre 1.5.0 update_65 All All
Oracle Jre 1.6.0 update75 All All
Oracle Jre 1.6.0 update_75 All All
Oracle Jre 1.7.0 update60 All All
Oracle Jre 1.7.0 update_60 All All
Oracle Jre 1.8.0 updateb All All
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SecurityFocus

gl

Malformed Request

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

About Secunia Research | Flexera

VMSA-2014-0012 | United States

Red Hat Customer Portal

Red Hat Customer Portal

About Secunia Research | Flexera

Oracle Critical Patch Update - July 2014

About Secunia Research | Flexera

Debian -- Security Information -- DSA-2987-1 openjdk-7

Debian -- Security Information -- DSA-2980-1 openjdk-6

Security Advisory SA60129 - Ubuntu update for openjdk-6 - Secunia

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

"[security bulletin] HPSBUX03091 SSRT101667 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC

'[security bulletin] HPSBUX03092 SSRT101668 rev.1 - HP-UX running Java6, Remote Unauthorized Access, ' - MARC

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities

Oracle Java SE Multiple Flaws Let Remote Users Execute Arbitrary Code, Access and Modify Data, and Deny Service - Security Tracker
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