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CVE CVE-2014-4223
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-17 05:10:00 UTC
Updated 2022-05-13 14:57:00 UTC
Description Unspecified vulnerability in Oracle Java SE 7u60 allows remote attackers to affect confidentiality, integrity, and availability v
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Jdk 1.7.0 update60 All All

Application Oracle Jak 1.7.0 update60 All All

Application Oracle Jre 1.7.0 update60 All All

Application Oracle Jre 1.7.0 update_60 All All

Application Oracle Jre 1.7.0 update_60 All All

Reference Sc
About Secunia Research | Flexera SE
"[security bulletin] HPSBUX03091 SSRT101667 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC HF
IBM X-Force Exchange XF
VMSA-2014-0012 | United States C(
Red Hat Customer Portal RE
Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities FL
Debian -- Security Information -- DSA-2987-1 openjdk-7 DE
About Secunia Research | Flexera SE
Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security Gt



https://cve.report/
https://cve.report/CVE-2014-4223/mitre
https://cve.report/CVE-2014-4223/nist
https://cve.report/CVE-2014-4223/cve_org
https://cve.report/api/cve/CVE-2014-4223.json
https://cve.report/CVE-2014-4223.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://secunia.com/advisories/60812
http://marc.info/?l=bugtraq&m=140852886808946&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/94594
http://www.vmware.com/security/advisories/VMSA-2014-0012.html
https://access.redhat.com/errata/RHSA-2014:0902
http://seclists.org/fulldisclosure/2014/Dec/23
http://www.debian.org/security/2014/dsa-2987
http://secunia.com/advisories/60485
http://security.gentoo.org/glsa/glsa-201502-12.xml

Oracle Critical Patch Update - July 2014 C(

Oracle Java SE Multiple Flaws Let Remote Users Execute Arbitrary Code, Access and Modify Data, and Deny Service - SecurityTracker ~ SE

SecurityFocus BL
Oracle Java SE CVE-2014-4223 Remote Security Vulnerability BII
CVE Program record C\
NVD vulnerability detail N\

/]

oo
|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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