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CVE CVE-2014-4227
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-17 05:10:16 UTC
Updated 2026-05-06 22:30:45 UTC
Description Unspecified vulnerability in Oracle Java SE 6u75, 7u60, and 8u5 allows remote attackers to affect confidentiality, integrity, ¢

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.6.0 update75 All All


https://cve.report/
https://cve.report/CVE-2014-4227/mitre
https://cve.report/CVE-2014-4227/nist
https://cve.report/CVE-2014-4227/cve_org
https://cve.report/api/cve/CVE-2014-4227.json
https://cve.report/CVE-2014-4227.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk

Application Oracle Jdk 1.7.0 update60 All All
Application Oracle Jdk 1.8.0 update5 All All
Application Oracle Jre 1.6.0 update75 All All
Application Oracle Jre 1.7.0 update60 All All
Application Oracle Jre 1.8.0 update5 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Security Advisory SA59987 - Red Hat update for java-1.7.1-ibm - Secunia

IBM notice: The page you requested cannot be displayed

[security-announce] SUSE-SU-2015:0344-1: important: Security update for

Security Advisory SA59924 - Red Hat update for java-1.7.0-ibm - Secunia

IBM X-Force Exchange

About Secunia Research | Flexera

Malformed Request

Security Advisory SA60317 - IBM CICS Transaction Gateway Java Multiple Vulnerabilities - Secunia
Security Advisory SA60081 - IBM CICS Transaction Gateway Java Multiple Vulnerabilities - Secunia

Red Hat Customer Portal

SecurityFocus

Oracle Critical Patch Update - July 2014

About Secunia Research | Flexera

About Secunia Research | Flexera

About Secunia Research | Flexera

Oracle Java SE Multiple Flaws Let Remote Users Execute Arbitrary Code, Access and Modify Data, and Deny Service - SecurityTracker
Security Advisory SA60817 - SUSE update for java-1_7_0-ibm - Secunia

IBM Security Bulletin: IBM Notes and Domino - Multiple vulnerabilities in IBM Java (Oracle July 2014 Critical Patch Update) - United States
Red Hat Customer Portal

Red Hat Customer Portal

Security Advisory SA60622 - IBM Java Multiple Vulnerabilities - Secunia

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities

About Secunia Research | Flexera
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http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/59987
http://www-01.ibm.com/support/docview.wss?uid=swg21686383
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00026.html
http://secunia.com/advisories/59924
https://exchange.xforce.ibmcloud.com/vulnerabilities/94588
http://secunia.com/advisories/59404
http://www.securityfocus.com/bid/68603
http://secunia.com/advisories/60317
http://secunia.com/advisories/60081
http://rhn.redhat.com/errata/RHSA-2015-0264.html
http://www.securityfocus.com/archive/1/534161/100/0/threaded
http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html
http://secunia.com/advisories/61640
http://secunia.com/advisories/61577
http://secunia.com/advisories/59986
http://www.securitytracker.com/id/1030577
http://secunia.com/advisories/60817
http://www-01.ibm.com/support/docview.wss?uid=swg21686824
https://access.redhat.com/errata/RHSA-2014:0908
https://access.redhat.com/errata/RHSA-2014:0902
http://secunia.com/advisories/60622
http://security.gentoo.org/glsa/glsa-201502-12.xml
http://seclists.org/fulldisclosure/2014/Dec/23
http://secunia.com/advisories/60245

IDIVI SECUTILy DUNELUTI. IVIUILPIE vUuIlierdpllues I Currert reiedses ol e IDIVIW SUN, Jdvd '™ 1 eCIInoiogy caitorl - United oldies
VMSA-2014-0012 | United States

[security-announce] SUSE-SU-2015:0392-1: important: Security update for

Security Advisory SA59680 - IBM WebSphere Real Time Java Multiple Vulnerabilities - Secunia

"[security bulletin] HPSBUX03092 SSRT101668 rev.1 - HP-UX running Java6, Remote Unauthorized Access, ' - MARC

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://www-01.ibm.com/support/docview.wss?uid=swg21680334
http://www.vmware.com/security/advisories/VMSA-2014-0012.html
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00036.html
http://secunia.com/advisories/59680
http://marc.info/?l=bugtraq&m=140852974709252&w=2
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