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CVE CVE-2014-4288
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-15 15:55:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description Unspecified vulnerability in Oracle Java SE 6u81, 7u67, and 8u20 allows remote attackers to affect confidentiality, integrity,

/ |

Risk And Classification

Primary CVSS: v2.0 7.6 from nvd@nist.gov
AV:N/AC:H/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.6.0 update81 All All


https://cve.report/
https://cve.report/CVE-2014-4288/mitre
https://cve.report/CVE-2014-4288/nist
https://cve.report/CVE-2014-4288/cve_org
https://cve.report/api/cve/CVE-2014-4288.json
https://cve.report/CVE-2014-4288.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk

Application Oracle Jak 1.8.0 update20 All All
Application Oracle Jre 1.6.0 update_81 All All
Application Oracle Jre 1.7.0 update_67 All All
Application Oracle Jre 1.8.0 update_20 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States  af854a3a-21:
Red Hat Customer Portal af854a3a-21:
Red Hat Customer Portal af854a3a-21:
Security Advisory SA61163 - Red Hat update for java-1.6.0-sun - Secunia af854a3a-21:
Red Hat Customer Portal af854a3a-21:
[security-announce] SUSE-SU-2015:0344-1: important: Security update for af854a3a-21:
Red Hat Customer Portal af854a3a-21¢
[security-announce] SUSE-SU-2014:1526-1: important: Security update for af854a3a-21:
'[security bulletin] HPSBUX03218 SSRT101770 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC af854a3a-21:
Oracle Critical Patch Update - October 2014 af854a3a-21:
Red Hat Customer Portal af854a3a-21:
About Secunia Research | Flexera af854a3a-21:
Red Hat Customer Portal af854a3a-21:
[security-announce] SUSE-SU-2014:1549-1: important: Security update for af854a3a-21:
Oracle Java SE CVE-2014-4288 Remote Security Vulnerability af854a3a-21:
About Secunia Research | Flexera af854a3a-21:
[security-announce] SUSE-SU-2015:0345-1: important: Security update for af854a3a-21:
Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security af854a3a-21:
Red Hat Customer Portal af854a3a-21:
[security-announce] SUSE-SU-2015:0392-1: important: Security update for af854a3a-21:
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.


http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www-01.ibm.com/support/docview.wss?uid=swg21688283
http://rhn.redhat.com/errata/RHSA-2014-1657.html
http://rhn.redhat.com/errata/RHSA-2014-1658.html
http://secunia.com/advisories/61163
http://rhn.redhat.com/errata/RHSA-2014-1877.html
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00026.html
http://rhn.redhat.com/errata/RHSA-2014-1880.html
http://lists.opensuse.org/opensuse-security-announce/2014-11/msg00021.html
http://marc.info/?l=bugtraq&m=141775382904016&w=2
http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html
http://rhn.redhat.com/errata/RHSA-2014-1882.html
http://secunia.com/advisories/61164
http://rhn.redhat.com/errata/RHSA-2015-0264.html
http://lists.opensuse.org/opensuse-security-announce/2014-12/msg00002.html
http://www.securityfocus.com/bid/70470
http://secunia.com/advisories/61609
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00027.html
http://security.gentoo.org/glsa/glsa-201502-12.xml
http://rhn.redhat.com/errata/RHSA-2014-1876.html
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00036.html
https://www.cve.org/CVERecord?id=CVE-2014-4288
https://nvd.nist.gov/vuln/detail/CVE-2014-4288

There are currently no legacy QID mappings associated with this CVE.
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