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Multiple cross-site scripting (XSS) vulnerabilities in the respond_error function in routing.py in Eugene Pankov Ajenti before
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ajenti Ajenti 1.2.0 All All All
Ajenti Ajenti 1.21 All All All
Ajenti Ajenti 1.2.10 All All All
Ajenti Ajenti 1.2.11.2 All All All
Ajenti Ajenti 1.2.12 All All All
Ajenti Ajenti 1.2.13 All All All
Ajenti Ajenti 1.2.14 All All All
Ajenti Ajenti 1.2.15 All All All
Ajenti Ajenti 1.2.16 All All All
Ajenti Ajenti 1.2.17 All All All
Ajenti Ajenti 1.2.18 All All All
Ajenti Ajenti 1.2.19 All All All
Ajenti Ajenti 1.2.2 All All All
Ajenti Ajenti 1.2.20 All All All
Ajenti Ajenti 1.2.3 All All All
Ajenti Ajenti 1.2.4 All All All
Aijenti Ajenti 1.25 All All All
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Application Ajenti Ajenti 1.2.6 All All All
Application Ajenti Ajenti 1.2.7 All All All
Application Ajenti Ajenti 128 All All All
Application Ajenti Ajenti 1.2.9 All All All
Application Ajenti Ajenti 1.2.0 All All All
Application Ajenti Ajenti 1.21 All All All
Application Ajenti Ajenti 1.2.10 All All All
Application Ajenti Ajenti 1.2.11.2 All All All
Application Ajenti Ajenti 1.2.12 All All All
Application Ajenti Ajenti 1.2.13 All All All
Application Ajenti Ajenti 1.2.14 All All All
Application Ajenti Ajenti 1.2.15 All All All
Application Ajenti Ajenti 1.2.16 All All All
Application Ajenti Ajenti 1.2.17 All All All
Application Ajenti Ajenti 1.2.18 All All All
Application Ajenti Ajenti 1.2.19 All All All
Application Ajenti Ajenti 1.2.2 All All All
Application Ajenti Ajenti 1.2.20 All All All
Application Ajenti Ajenti 1.2.3 All All All
Application Ajenti Ajenti 1.2.4 All All All
Application Ajenti Ajenti 1.2.5 All All All
Application Ajenti Ajenti 126 All All All
Application Ajenti Ajenti 1.2.7 All All All
Application Ajenti Ajenti 128 All All All
Application Ajenti Ajenti 1.2.9 All All All
Application Ajenti Ajenti All All All All
Reference Source Link Tags

Ajenti Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus.com  Third Party Advisory, VDB Entry
[http] fix traceback page xss - Eugeny/ajenti@d3fc5eb - GitHub ~ CONFIRM  github.com Exploit, Patch
XSS Vulnerabilities Identified in Ajenti MISC www.netsparker.com Exploit, Patch
About Secunia Research | Flexera SECUNIA  secunia.com Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994905 Python (Pip) Security Update for ajenti (GHSA-2ch8-f849-pjg3)
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