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CVE CVE-2014-4330
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-30 16:55:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description The Dumper method in Data::Dumper before 2.154, as used in Perl 5.20.1 and earlier, allows context-dependent attackers

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Data Dumper Project Data Dumper All All All All


https://cve.report/
https://cve.report/CVE-2014-4330/mitre
https://cve.report/CVE-2014-4330/nist
https://cve.report/CVE-2014-4330/cve_org
https://cve.report/api/cve/CVE-2014-4330.json
https://cve.report/CVE-2014-4330.pdf
http://cve.report/vendor/data_dumper_project
http://cve.report/software/data_dumper_project/data_dumper

Application Perl Perl All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
USN-2916-1: Perl vulnerabilities | Ubuntu af854a3a-2127-4z
Document Display | HPE Support Center af854a3a-2127-4z
[SECURITY] Fedora 20 Update: perl-Data-Dumper-2.154-1.fc20 af854a3a-2127-4z
Startseite af854a3a-2127-4z
Changes - public release history for Data::Dumper - metacpan.org af854a3a-2127-4z

Security Advisory SA61441 - Perl Data::Dumper Module Unbounded Recursion Denial of Service Vulnerability - Secunia  af854a3a-2127-42

About Secunia Research | Flexera af854a3a-2127-4z
Perl 5.20.1 Deep Recursion Stack Overflow ~ Packet Storm af854a3a-2127-4z
Mageia Advisory: MGASA-2014-0406 - Updated perl packages fix CVE-2014-4330 af854a3a-2127-4z
Support / Security / Advisories / / MDVSA-2015:136 | Mandriva af854a3a-2127-4z
Perl CVE-2014-4330 Stack Overflow Denial of Service Vulnerability af854a3a-2127-4z
IBM X-Force Exchange af854a3a-2127-4z

Full Disclosure: LSE Leading Security Experts GmbH - LSE-2014-06-10 - Perl CORE - Deep Recursion Stack Overflow af854a3a-2127-4z

fix for CVE-2014-4330 present in blead - nntp.perl.org af854a3a-2127-4z
oss-sec: LSE Leading Security Experts GmbH - LSE-2014-06-10 - Perl CORE - Deep Recursion Stack Overflow af854a3a-2127-4z
SecurityFocus af854a3a-2127-4z
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670671 EulerOS Security Update for perl-Data-Dumper (EulerOS-SA-2021-2420)

671000 EulerOS Security Update for perl-Data-Dumper (EulerOS-SA-2021-2604)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY


http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-2916-1
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05240731
http://lists.fedoraproject.org/pipermail/package-announce/2014-September/139441.html
https://www.lsexperts.de/advisories/lse-2014-06-10.txt
https://metacpan.org/pod/distribution/Data-Dumper/Changes
http://secunia.com/advisories/61441
http://secunia.com/advisories/61961
http://packetstormsecurity.com/files/128422/Perl-5.20.1-Deep-Recursion-Stack-Overflow.html
http://advisories.mageia.org/MGASA-2014-0406.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:136
http://www.securityfocus.com/bid/70142
https://exchange.xforce.ibmcloud.com/vulnerabilities/96216
http://seclists.org/fulldisclosure/2014/Sep/84
http://www.nntp.perl.org/group/perl.perl5.porters/2014/09/msg220118.html
http://seclists.org/oss-sec/2014/q3/692
http://www.securityfocus.com/archive/1/533543/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2014-4330
https://nvd.nist.gov/vuln/detail/CVE-2014-4330
http://cve.report/qid/670671
http://cve.report/qid/671000
https://cve.report/

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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