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AVNACHAUSCPINAN Certain versions of Os X Server from Apple contain the following
vulnerability:

Mail Service in Apple OS X Server before 4.0 does not enforce SACL
changes until after a service restart, which allows remote authenticated
users to bypass intended access restrictions in opportunistic
circumstances by leveraging a change made by an administrator.

CVE-2014-4446 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: f2ii=Low
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CVE References

Description Tags Link
IBM X-Force Exchange € XF macosx-cve20144446-
dos(97645)
NEOHAPSIS - Peace of Mind Through Integrity and Insight web.archive.org () APPLE APPLE-SA-2014-
10-16:3
Apple OS X Server Lets Local Users Access Passwords and Remote Users (%) SECTRACK 1031071
Bypass Access Control Settings - Security Tracker
About the security content of OS X Server v4.0 - Apple Support & CONFIRM
support.apple.com support.apple.com/kb/HT6536
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further
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https://cve.report/CVE-2014-4446.pdf
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https://exchange.xforce.ibmcloud.com/vulnerabilities/97645
https://web.archive.org/web/2014/http://archives.neohapsis.com/archives/bugtraq/2014-10/0103.html
http://www.securitytracker.com/id/1031071
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Os X Server All All All All
System

cpe:2.3:0:apple:os_x_server: e

No vendor comments have been submitted for this CVE
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