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Summary

CVE CVE-2014-4453

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-18 11:59:00 UTC

Updated 2017-08-29 01:35:00 UTC

Description Apple iOS before 8.1.1 and OS X before 10.10.1 include location data during establishment of a Spotlight Suggestions server connection by Spotlight or Safari, which might allow remote attackers to obtain sensitive information via unspecified vectors.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os 8.0 All All All

Operating System Apple Iphone Os 8.0.1 All All All

Operating System Apple Iphone Os 8.0.2 All All All

Operating System Apple Iphone Os 8.0 All All All

Operating System Apple Iphone Os 8.0.1 All All All

Operating System Apple Iphone Os 8.0.2 All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Mac Os X 10.0 All All All

Operating System Apple Mac Os X 10.0.0 All All All

Operating System Apple Mac Os X 10.0.1 All All All

Operating System Apple Mac Os X 10.0.2 All All All

Operating System Apple Mac Os X 10.0.3 All All All

Operating System Apple Mac Os X 10.0.4 All All All

Operating System Apple Mac Os X 10.1 All All All

Operating System Apple Mac Os X 10.1.0 All All All

Operating System Apple Mac Os X 10.1.1 All All All

Operating System Apple Mac Os X 10.1.2 All All All
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Operating System Apple Mac Os X 10.1.2 All All All

Operating System Apple Mac Os X 10.1.3 All All All

Operating System Apple Mac Os X 10.1.4 All All All

Operating System Apple Mac Os X 10.1.5 All All All

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.0 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2.4 All All All

Operating System Apple Mac Os X 10.2.5 All All All

Operating System Apple Mac Os X 10.2.6 All All All

Operating System Apple Mac Os X 10.2.7 All All All

Operating System Apple Mac Os X 10.2.8 All All All

Operating System Apple Mac Os X 10.3 All All All

Operating System Apple Mac Os X 10.3.0 All All All

Operating System Apple Mac Os X 10.3.1 All All All

Operating System Apple Mac Os X 10.3.2 All All All

Operating System Apple Mac Os X 10.3.3 All All All

Operating System Apple Mac Os X 10.3.4 All All All

Operating System Apple Mac Os X 10.3.5 All All All

Operating System Apple Mac Os X 10.3.6 All All All

Operating System Apple Mac Os X 10.3.7 All All All

Operating System Apple Mac Os X 10.3.8 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.0 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.4.10 All All All

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.4.2 All All All

Operating System Apple Mac Os X 10.4.3 All All All

Operating System Apple Mac Os X 10.4.4 All All All

Operating System Apple Mac Os X 10.4.5 All All All

Operating System Apple Mac Os X 10.4.6 All All All

Operating System Apple Mac Os X 10.4.7 All All All
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Operating System Apple Mac Os X 10.4.8 All All All

Operating System Apple Mac Os X 10.4.9 All All All

Operating System Apple Mac Os X 10.5 All All All

Operating System Apple Mac Os X 10.5.0 All All All

Operating System Apple Mac Os X 10.5.1 All All All

Operating System Apple Mac Os X 10.5.2 All All All

Operating System Apple Mac Os X 10.5.3 All All All

Operating System Apple Mac Os X 10.5.4 All All All

Operating System Apple Mac Os X 10.5.5 All All All

Operating System Apple Mac Os X 10.5.6 All All All

Operating System Apple Mac Os X 10.5.7 All All All

Operating System Apple Mac Os X 10.5.8 All All All

Operating System Apple Mac Os X 10.6.0 All All All

Operating System Apple Mac Os X 10.6.1 All All All

Operating System Apple Mac Os X 10.6.2 All All All

Operating System Apple Mac Os X 10.6.3 All All All

Operating System Apple Mac Os X 10.6.4 All All All

Operating System Apple Mac Os X 10.6.5 All All All

Operating System Apple Mac Os X 10.6.6 All All All

Operating System Apple Mac Os X 10.6.7 All All All

Operating System Apple Mac Os X 10.6.8 All All All

Operating System Apple Mac Os X 10.7.0 All All All

Operating System Apple Mac Os X 10.7.1 All All All

Operating System Apple Mac Os X 10.7.2 All All All

Operating System Apple Mac Os X 10.7.3 All All All

Operating System Apple Mac Os X 10.7.4 All All All

Operating System Apple Mac Os X 10.7.5 All All All

Operating System Apple Mac Os X 10.8.0 All All All

Operating System Apple Mac Os X 10.8.1 All All All

Operating System Apple Mac Os X 10.8.2 All All All

Operating System Apple Mac Os X 10.8.3 All All All

Operating System Apple Mac Os X 10.8.4 All All All

Operating System Apple Mac Os X 10.8.5 All All All

Operating System Apple Mac Os X 10.8.5 supplemental_update All All

Operating System Apple Mac Os X 10.9 All All All

Operating System Apple Mac Os X 10.9.1 All All All
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Operating System Apple Mac Os X 10.9.1 All All All

Operating System Apple Mac Os X 10.9.2 All All All

Operating System Apple Mac Os X 10.9.3 All All All

Operating System Apple Mac Os X 10.9.4 All All All

Operating System Apple Mac Os X 10.9.5 All All All

Operating System Apple Mac Os X 10.0 All All All

Operating System Apple Mac Os X 10.0.0 All All All

Operating System Apple Mac Os X 10.0.1 All All All

Operating System Apple Mac Os X 10.0.2 All All All

Operating System Apple Mac Os X 10.0.3 All All All

Operating System Apple Mac Os X 10.0.4 All All All

Operating System Apple Mac Os X 10.1 All All All

Operating System Apple Mac Os X 10.1.0 All All All

Operating System Apple Mac Os X 10.1.1 All All All

Operating System Apple Mac Os X 10.1.2 All All All

Operating System Apple Mac Os X 10.1.3 All All All

Operating System Apple Mac Os X 10.1.4 All All All

Operating System Apple Mac Os X 10.1.5 All All All

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.0 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2.4 All All All

Operating System Apple Mac Os X 10.2.5 All All All

Operating System Apple Mac Os X 10.2.6 All All All

Operating System Apple Mac Os X 10.2.7 All All All

Operating System Apple Mac Os X 10.2.8 All All All

Operating System Apple Mac Os X 10.3 All All All

Operating System Apple Mac Os X 10.3.0 All All All

Operating System Apple Mac Os X 10.3.1 All All All

Operating System Apple Mac Os X 10.3.2 All All All

Operating System Apple Mac Os X 10.3.3 All All All

Operating System Apple Mac Os X 10.3.4 All All All

Operating System Apple Mac Os X 10.3.5 All All All

Operating System Apple Mac Os X 10.3.6 All All All
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Operating System Apple Mac Os X 10.3.7 All All All

Operating System Apple Mac Os X 10.3.8 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.0 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.4.10 All All All

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.4.2 All All All

Operating System Apple Mac Os X 10.4.3 All All All

Operating System Apple Mac Os X 10.4.4 All All All

Operating System Apple Mac Os X 10.4.5 All All All

Operating System Apple Mac Os X 10.4.6 All All All

Operating System Apple Mac Os X 10.4.7 All All All

Operating System Apple Mac Os X 10.4.8 All All All

Operating System Apple Mac Os X 10.4.9 All All All

Operating System Apple Mac Os X 10.5 All All All

Operating System Apple Mac Os X 10.5.0 All All All

Operating System Apple Mac Os X 10.5.1 All All All

Operating System Apple Mac Os X 10.5.2 All All All

Operating System Apple Mac Os X 10.5.3 All All All

Operating System Apple Mac Os X 10.5.4 All All All

Operating System Apple Mac Os X 10.5.5 All All All

Operating System Apple Mac Os X 10.5.6 All All All

Operating System Apple Mac Os X 10.5.7 All All All

Operating System Apple Mac Os X 10.5.8 All All All

Operating System Apple Mac Os X 10.6.0 All All All

Operating System Apple Mac Os X 10.6.1 All All All

Operating System Apple Mac Os X 10.6.2 All All All

Operating System Apple Mac Os X 10.6.3 All All All

Operating System Apple Mac Os X 10.6.4 All All All

Operating System Apple Mac Os X 10.6.5 All All All

Operating System Apple Mac Os X 10.6.6 All All All

Operating System Apple Mac Os X 10.6.7 All All All

Operating System Apple Mac Os X 10.6.8 All All All
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Operating System Apple Mac Os X 10.7.0 All All All

Operating System Apple Mac Os X 10.7.1 All All All

Operating System Apple Mac Os X 10.7.2 All All All

Operating System Apple Mac Os X 10.7.3 All All All

Operating System Apple Mac Os X 10.7.4 All All All

Operating System Apple Mac Os X 10.7.5 All All All

Operating System Apple Mac Os X 10.8.0 All All All

Operating System Apple Mac Os X 10.8.1 All All All

Operating System Apple Mac Os X 10.8.2 All All All

Operating System Apple Mac Os X 10.8.3 All All All

Operating System Apple Mac Os X 10.8.4 All All All

Operating System Apple Mac Os X 10.8.5 All All All

Operating System Apple Mac Os X 10.8.5 supplemental_update All All

Operating System Apple Mac Os X 10.9 All All All

Operating System Apple Mac Os X 10.9.1 All All All

Operating System Apple Mac Os X 10.9.2 All All All

Operating System Apple Mac Os X 10.9.3 All All All

Operating System Apple Mac Os X 10.9.4 All All All

Operating System Apple Mac Os X 10.9.5 All All All

Operating System Apple Mac Os X All All All All

References
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About Secunia Research | Flexera SECUNIA secunia.com

About the security content of iOS 8.1.1 - Apple Support CONFIRM support.apple.com

APPLE-SA-2014-11-17-1 iOS 8.1.1 APPLE lists.apple.com

Apple Mac OS X and iOS Multiple Information Disclosure Vulnerabilities BID www.securityfocus.com

About the security content of OS X Yosemite v10.10.1 - Apple Support CONFIRM support.apple.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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