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CVE CVE-2014-4502
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-23 14:55:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description Multiple heap-based buffer overflows in the parse_notify function in sgminer before 4.2.2, cgminer before 4.3.5, and BFGMi

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

=}
=
(0]
«Q
=
=
<

Complete

\vailability

Complete

AV:N/AC:L/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bfgminer Bfgminer 3.2.0 All All All


https://cve.report/
https://cve.report/CVE-2014-4502/mitre
https://cve.report/CVE-2014-4502/nist
https://cve.report/CVE-2014-4502/cve_org
https://cve.report/api/cve/CVE-2014-4502.json
https://cve.report/CVE-2014-4502.pdf
http://cve.report/vendor/bfgminer
http://cve.report/software/bfgminer/bfgminer

Application Bfgminer Bfgminer 3.2.1 All All All
Application Bfgminer Bfgminer 3.2.2 All All All
Application Bfgminer Bfgminer 3.2.3 All All All
Application Bfgminer Bfgminer 3.24 All All All
Application Bfgminer Bfgminer 325 All All All
Application Bfgminer Bfgminer 3.2.6 All All All
Application Bfgminer Bfgminer 3.2.7 All All All
Application Bfgminer Bfgminer 3.2.8 All All All
Application Bfgminer Bfgminer All All All All
Application Bfgminer Bfgminer All All All All
Application Sgminer Project Sgminer 4.0.0 All All All
Application Sgminer Project Sgminer 41.0 All All All
Application Sgminer Project Sgminer 4.1.153 All All All
Application Sgminer Project Sgminer 4.1.242 All All All
Application Sgminer Project Sgminer 4.1.271 All All All
Application Sgminer Project Sgminer 4.2.0 All All All
Application Sgminer Project Sgminer All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Do some random sanity checking for stratum message parsing - ckolivas/cgminer@e1¢5050 - GitHub af854a3
Multiple Products 'parse_notify' Function Heap Based Buffer Overflow Vulnerabilities af854a3
Bugfix: initiate_stratum: Ensure extranonce2 size is not negative (wh... - luke-jr/bfgminer@ff7f301 - GitHub af854a3
Extranonce2 size not checked properly - Issue #258 - sgminer-dev/sgminer - GitHub af854a3

Full Disclosure: CVE-2014-4502 : Invalid Handling of Length Parameter in Stratum mining.notify Message Leads to Heap Overflow af854a3

Bugfix: initiate_stratum: Ensure extranonce2 size is not negative (wh... - sgminer-dev/sgminer@bac5831 - GitHub af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.securityfocus.com/bid/68831
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