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CVE CVE-2014-4508
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-06-23 11:21:00 UTC
Updated 2020-11-12 22:15:00 UTC
Description arch/x86/kernel/entry_32.S in the Linux kernel through 3.15.1 on 32-bit x86 platforms, when syscall auditing is enabled and

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Linux Linux Kernel All All All All

References |
Reference Source Link
www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.2.61 CONFIRM  www.kernel.org
oss-security - Re: CVE request: Another Linux syscall auditing bug MLIST www.openwall.com
[security-announce] SUSE-SU-2014:1319-1: important: Security update for SUSE lists.opensuse.org
Security Advisory SA58964 - Linux Kernel System Call Auditing Denial of Service Vulnerability - Secunia  SECUNIA  secunia.com
oss-security - CVE-2014-4508 MLIST www.openwall.com
[security-announce] openSUSE-SU-2015:0566-1: important: kernel update fo SUSE lists.opensuse.org
Linux Kernel Unspecified Local Denial of Service Vulnerability BID www.securityfocus.ct
article.gmane.org | 522: Connection timed out MLIST article.gmane.org
[security-announce] SUSE-SU-2014:1316-1: important: Security update for SUSE lists.opensuse.org
Security Advisory SA60564 - Ubuntu update for kernel - Secunia SECUNIA  secunia.com

USN-2334-1: Linux kernel vulnerabilities | Ubuntu
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www.ubuntu.com
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http://lists.opensuse.org/opensuse-security-announce/2014-10/msg00007.html
http://secunia.com/advisories/58964
http://www.openwall.com/lists/oss-security/2020/11/12/3
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00025.html
http://www.securityfocus.com/bid/68126
http://article.gmane.org/gmane.linux.kernel/1726110
http://lists.opensuse.org/opensuse-security-announce/2014-10/msg00006.html
http://secunia.com/advisories/60564
http://www.ubuntu.com/usn/USN-2334-1

oss-security - CVE request: Another Linux syscall auditing bug MLIST openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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