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Summary

CVE CVE-2014-4617

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-25 11:19:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description The do_uncompress function in g10/compress.c in GnuPG 1.x before 1.4.17 and 2.x before 2.0.24 allows context-dependent attackers to cause a denial of service (infinite loop) via malformed compressed packets, as demonstrated by an a3 01 5b ff byte sequence.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Gnupg Gnupg 1.0.0 All All All

Application Gnupg Gnupg 1.0.1 All All All

Application Gnupg Gnupg 1.0.2 All All All

Application Gnupg Gnupg 1.0.3 All All All

Application Gnupg Gnupg 1.0.4 All All All

Application Gnupg Gnupg 1.0.5 All All All

Application Gnupg Gnupg 1.0.6 All All All

Application Gnupg Gnupg 1.0.7 All All All

Application Gnupg Gnupg 1.2.0 All All All

Application Gnupg Gnupg 1.2.1 All All All

Application Gnupg Gnupg 1.2.2 All All All

Application Gnupg Gnupg 1.2.3 All All All

Application Gnupg Gnupg 1.2.4 All All All

Application Gnupg Gnupg 1.2.5 All All All

Application Gnupg Gnupg 1.2.6 All All All

https://cve.report/
https://cve.report/CVE-2014-4617/mitre
https://cve.report/CVE-2014-4617/nist
https://cve.report/CVE-2014-4617/cve_org
https://cve.report/CVE-2014-4617.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg


Application Gnupg Gnupg 1.2.6 All All All

Application Gnupg Gnupg 1.2.7 All All All

Application Gnupg Gnupg 1.3.0 All All All

Application Gnupg Gnupg 1.3.1 All All All

Application Gnupg Gnupg 1.3.2 All All All

Application Gnupg Gnupg 1.3.3 All All All

Application Gnupg Gnupg 1.3.4 All All All

Application Gnupg Gnupg 1.3.6 All All All

Application Gnupg Gnupg 1.3.90 All All All

Application Gnupg Gnupg 1.3.91 All All All

Application Gnupg Gnupg 1.3.92 All All All

Application Gnupg Gnupg 1.3.93 All All All

Application Gnupg Gnupg 1.4.0 All All All

Application Gnupg Gnupg 1.4.10 All All All

Application Gnupg Gnupg 1.4.11 All All All

Application Gnupg Gnupg 1.4.12 All All All

Application Gnupg Gnupg 1.4.13 All All All

Application Gnupg Gnupg 1.4.14 All All All

Application Gnupg Gnupg 1.4.15 All All All

Application Gnupg Gnupg 1.4.2 All All All

Application Gnupg Gnupg 1.4.3 All All All

Application Gnupg Gnupg 1.4.4 All All All

Application Gnupg Gnupg 1.4.5 All All All

Application Gnupg Gnupg 1.4.8 All All All

Application Gnupg Gnupg 2.0 All All All

Application Gnupg Gnupg 2.0.1 All All All

Application Gnupg Gnupg 2.0.10 All All All

Application Gnupg Gnupg 2.0.11 All All All

Application Gnupg Gnupg 2.0.12 All All All

Application Gnupg Gnupg 2.0.13 All All All

Application Gnupg Gnupg 2.0.14 All All All

Application Gnupg Gnupg 2.0.15 All All All

Application Gnupg Gnupg 2.0.16 All All All

Application Gnupg Gnupg 2.0.17 All All All

Application Gnupg Gnupg 2.0.18 All All All

Application Gnupg Gnupg 2.0.19 All All All

http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg
http://cve.report/vendor/gnupg
http://cve.report/software/gnupg/gnupg


Application Gnupg Gnupg 2.0.20 All All All

Application Gnupg Gnupg 2.0.21 All All All

Application Gnupg Gnupg 2.0.22 All All All

Application Gnupg Gnupg 2.0.23 All All All

Application Gnupg Gnupg 2.0.3 All All All

Application Gnupg Gnupg 2.0.4 All All All

Application Gnupg Gnupg 2.0.5 All All All

Application Gnupg Gnupg 2.0.6 All All All

Application Gnupg Gnupg 2.0.7 All All All

Application Gnupg Gnupg 2.0.8 All All All

Application Gnupg Gnupg 1.0.0 All All All

Application Gnupg Gnupg 1.0.1 All All All

Application Gnupg Gnupg 1.0.2 All All All

Application Gnupg Gnupg 1.0.3 All All All

Application Gnupg Gnupg 1.0.4 All All All

Application Gnupg Gnupg 1.0.5 All All All

Application Gnupg Gnupg 1.0.6 All All All

Application Gnupg Gnupg 1.0.7 All All All

Application Gnupg Gnupg 1.2.0 All All All

Application Gnupg Gnupg 1.2.1 All All All

Application Gnupg Gnupg 1.2.2 All All All

Application Gnupg Gnupg 1.2.3 All All All

Application Gnupg Gnupg 1.2.4 All All All

Application Gnupg Gnupg 1.2.5 All All All

Application Gnupg Gnupg 1.2.6 All All All

Application Gnupg Gnupg 1.2.7 All All All

Application Gnupg Gnupg 1.3.0 All All All

Application Gnupg Gnupg 1.3.1 All All All

Application Gnupg Gnupg 1.3.2 All All All

Application Gnupg Gnupg 1.3.3 All All All

Application Gnupg Gnupg 1.3.4 All All All

Application Gnupg Gnupg 1.3.6 All All All

Application Gnupg Gnupg 1.3.90 All All All

Application Gnupg Gnupg 1.3.91 All All All

Application Gnupg Gnupg 1.3.92 All All All

Application Gnupg Gnupg 1.3.93 All All All
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Application Gnupg Gnupg 1.3.93 All All All

Application Gnupg Gnupg 1.4.0 All All All

Application Gnupg Gnupg 1.4.10 All All All

Application Gnupg Gnupg 1.4.11 All All All

Application Gnupg Gnupg 1.4.12 All All All

Application Gnupg Gnupg 1.4.13 All All All

Application Gnupg Gnupg 1.4.14 All All All

Application Gnupg Gnupg 1.4.15 All All All

Application Gnupg Gnupg 1.4.2 All All All

Application Gnupg Gnupg 1.4.3 All All All

Application Gnupg Gnupg 1.4.4 All All All

Application Gnupg Gnupg 1.4.5 All All All

Application Gnupg Gnupg 1.4.8 All All All

Application Gnupg Gnupg 2.0 All All All

Application Gnupg Gnupg 2.0.1 All All All

Application Gnupg Gnupg 2.0.10 All All All

Application Gnupg Gnupg 2.0.11 All All All

Application Gnupg Gnupg 2.0.12 All All All

Application Gnupg Gnupg 2.0.13 All All All

Application Gnupg Gnupg 2.0.14 All All All

Application Gnupg Gnupg 2.0.15 All All All

Application Gnupg Gnupg 2.0.16 All All All

Application Gnupg Gnupg 2.0.17 All All All

Application Gnupg Gnupg 2.0.18 All All All

Application Gnupg Gnupg 2.0.19 All All All

Application Gnupg Gnupg 2.0.20 All All All

Application Gnupg Gnupg 2.0.21 All All All

Application Gnupg Gnupg 2.0.22 All All All

Application Gnupg Gnupg 2.0.23 All All All

Application Gnupg Gnupg 2.0.3 All All All

Application Gnupg Gnupg 2.0.4 All All All

Application Gnupg Gnupg 2.0.5 All All All

Application Gnupg Gnupg 2.0.6 All All All

Application Gnupg Gnupg 2.0.7 All All All

Application Gnupg Gnupg 2.0.8 All All All

Application Gnupg Gnupg All All All All
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Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

References

Reference Source Link Tags

Security Advisory SA59351 - SUSE update for gpg2 - Secunia SECUNIA secunia.com

[Announce] [security fix] GnuPG 2.0.24 released MLIST lists.gnupg.org Mailing List, Vendor Advisory

git.gnupg.org Git - gnupg.git/commit CONFIRM git.gnupg.org Issue Tracking, Patch

git.gnupg.org Git - gnupg.git/commit git.gnupg.org

Security Advisory SA59578 - Ubuntu update for gnupg and gnupg2 - Secunia SECUNIA secunia.com

Security Advisory SA59534 - Debian update for gnupg - Secunia SECUNIA secunia.com

git.gnupg.org Git - gnupg.git/commit CONFIRM git.gnupg.org Issue Tracking, Patch

openSUSE-SU-2014:0866-1: moderate: gpg2: Fixed possible DoS SUSE lists.opensuse.org Third Party Advisory

Debian -- Security Information -- DSA-2967-1 gnupg DEBIAN www.debian.org

git.gnupg.org Git - gnupg.git/commit git.gnupg.org

[Announce] [security fix] GnuPG 1.4.17 released MLIST lists.gnupg.org Mailing List, Vendor Advisory

Debian -- Security Information -- DSA-2968-1 gnupg2 DEBIAN www.debian.org Third Party Advisory

Oracle Solaris Third Party Bulletin - April 2015 CONFIRM www.oracle.com

Security Advisory SA59213 - Debian update for gnupg2 - Secunia SECUNIA secunia.com

USN-2258-1: GnuPG vulnerability | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site. This site includes MITRE data granted under the following license.

671115 EulerOS Security Update for gnupg2 (EulerOS-SA-2019-2393)
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