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The do_uncompress function in g10/compress.c in GnuPG 1.x before 1.4.17 and 2.x before 2.0.24 allows context-depende
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Gnupg Gnupg 1.0.0 All All All
Gnupg Gnupg 1.0.1 All All All
Gnupg Gnupg 1.0.2 All All Al
Gnupg Gnupg 1.0.3 All All All
Gnupg Gnupg 1.0.4 All All Al
Gnupg Gnupg 1.0.5 All All All
Gnupg Gnupg 1.0.6 All All All
Gnupg Gnupg 1.0.7 All All All
Gnupg Gnupg 1.2.0 All All All
Gnupg Gnupg 1.2.1 All All All
Gnupg Gnupg 1.2.2 All All All
Gnupg Gnupg 1.2.3 All All All
Gnupg Gnupg 1.2.4 All All All
Gnupg Gnupg 1.25 All All All
Gnupg Gnupg 1.2.6 All All All
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Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Reference Source Link Tags
Security Advisory SA59351 - SUSE update for gpg2 - Secunia SECUNIA  secunia.com
[Announce] [security fix] GnuPG 2.0.24 released MLIST lists.gnupg.org Mailing List, Vendor Adviso
git.gnupg.org Git - gnupg.git/commit CONFIRM  git.gnupg.org Issue Tracking, Patch
git.gnupg.org Git - gnupg.git/commit git.gnupg.org
Security Advisory SA59578 - Ubuntu update for gnupg and gnupg?2 - Secunia  SECUNIA  secunia.com
Security Advisory SA59534 - Debian update for gnupg - Secunia SECUNIA  secunia.com
git.gnupg.org Git - gnupg.git/commit CONFIRM  git.gnupg.org Issue Tracking, Patch
openSUSE-SU-2014:0866-1: moderate: gpg2: Fixed possible DoS SUSE lists.opensuse.org  Third Party Advisory
Debian -- Security Information -- DSA-2967-1 gnupg DEBIAN www.debian.org
git.gnupg.org Git - gnupg.git/commit git.gnupg.org
[Announce] [security fix] GnuPG 1.4.17 released MLIST lists.gnupg.org Mailing List, Vendor Adviso
Debian -- Security Information -- DSA-2968-1 gnupg2 DEBIAN www.debian.org Third Party Advisory
Oracle Solaris Third Party Bulletin - April 2015 CONFIRM  www.oracle.com
Security Advisory SA59213 - Debian update for gnupg?2 - Secunia SECUNIA  secunia.com
USN-2258-1: GnuPG vulnerability | Ubuntu UBUNTU  www.ubuntu.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4] [

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671115 EulerOS Security Update for gnupg2 (EulerOS-SA-2019-2393)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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