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CVE CVE-2014-4621
State PUBLISHED
Assigner dell

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-17 10:55:07 UTC
Updated 2026-05-06 22:30:45 UTC

Description EMC Documentum Content Server before 6.7 SP2 P17, 7.0 through P15, and 7.1 before P08 does not properly check auth

/ |

Risk And Classification

Primary CVSS: v2.0 8.5 from nvd@nist.gov

AV:N/AC:M/Au:S/C:C/I:C/A:C

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Documentum Content Server 6.0 All All All


https://cve.report/
https://cve.report/CVE-2014-4621/mitre
https://cve.report/CVE-2014-4621/nist
https://cve.report/CVE-2014-4621/cve_org
https://cve.report/api/cve/CVE-2014-4621.json
https://cve.report/CVE-2014-4621.pdf
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_content_server

Application Emc Documentum Content Server 6.5 All All All
Application Emc Documentum Content Server 6.5 sp1 All All
Application Emc Documentum Content Server 6.5 sp2 All All
Application Emc Documentum Content Server 6.5 sp3 All All
Application Emc Documentum Content Server 6.6 All All All
Application Emc Documentum Content Server 6.7 - All All
Application Emc Documentum Content Server 6.7 spi All All
Application Emc Documentum Content Server 7.0 All All All
Application Emc Documentum Content Server 71 All All All
Application Emc Documentum Content Server All sp2 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

EMC Documentum Content Server Flaws Let Remote Authenticated Users Gain Elevated Privileges - SecurityTracker — af854a3a-2127-422c
IBM X-Force Exchange af854a3a-2127-422c
Security Advisory SA61251 - EMC Documentum Content Server Two Security Bypass Security Issues - Secunia af854a3a-2127-422k
archives.neohapsis.com/archives/bugtrag/2014-09/0093.html af854a3a-2127-422k
EMC Documentum Content Server CVE-2014-4621 Remote Privilege Escalation Vulnerability af854a3a-2127-422k
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1l Sy

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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