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VMware vSphere Data Protection (VDP) 5.1, 5.5 before 5.5.9, and 5.8 before 5.8.1 and the proxy client in EMC Avamar Da

] 1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor Product Version Update Edition Language
Vmware Vsphere Data Protection 5.1 All All All
Vmware Vsphere Data Protection 5.5.1 All All All
Vmware Vsphere Data Protection 5.5.6 All All All
Vmware Vsphere Data Protection 5.5.7 All All All
Vmware Vsphere Data Protection 5.5.8 All All All
Vmware Vsphere Data Protection 5.8.0 All All All
Vmware Vsphere Data Protection 5.1 All All All
Vmware Vsphere Data Protection 5.5.1 All All All
Vmware Vsphere Data Protection 5.5.6 All All All
Vmware Vsphere Data Protection 5.5.7 All All All
Vmware Vsphere Data Protection 55.8 All All All
Vmware Vsphere Data Protection 5.8.0 All All All
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20150130 ESA-2015-006: EMC Avamar Missing Certificate Validation Vulnerability

VMware vSphere Data Protection SSL Certificate Validation Flaw Lets Remote Users Conduct Man-in-the-Middle Attacks - SecurityTracker


https://cve.report/
https://cve.report/CVE-2014-4632/mitre
https://cve.report/CVE-2014-4632/nist
https://cve.report/CVE-2014-4632/cve_org
https://cve.report/CVE-2014-4632.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://archives.neohapsis.com/archives/bugtraq/2015-01/0154.html
http://www.securitytracker.com/id/1031664

VMSA-2015-0002 | United States
IBM X-Force Exchange
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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