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Summary

CVE CVE-2014-4667

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-03 04:22:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description The sctp_association_free function in net/sctp/associola.c in the Linux kernel before 3.15.2 does not properly manage a certain backlog value, which allows remote attackers to cause a denial of service (socket outage) via a crafted SCTP packet.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Real Time Extension 11 sp3 All All

Operating System Suse Linux Enterprise Real Time Extension 11 sp3 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All
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Security Advisory SA60596 - Oracle Linux update for kernel-uek - Secunia SECUNIA secunia.com Third Party Advisory

sctp: Fix sk_ack_backlog wrap-around problem · torvalds/linux@d3217b1 · GitHub CONFIRM github.com Patch, Third Party Advisory

[security-announce] SUSE-SU-2014:1319-1: important: Security update for SUSE lists.opensuse.org Mailing List, Third Party Advisory

www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.15.2 CONFIRM www.kernel.org Release Notes, Vendor Advisory

Security Advisory SA59777 - Ubuntu update for kernel - Secunia SECUNIA secunia.com Third Party Advisory

Linux Kernel 'sctp_association_free()' Function Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Debian -- Security Information -- DSA-2992-1 linux DEBIAN www.debian.org Third Party Advisory

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org Patch, Vendor Advisory

About Secunia Research | Flexera SECUNIA secunia.com Third Party Advisory

oss-security - Re: CVE request -- Linux kernel: sctp: sk_ack_backlog wrap-around problem MLIST www.openwall.com Mailing List, Third Party Advisory

USN-2335-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

linux.oracle.com | ELSA-2014-3069 CONFIRM linux.oracle.com Third Party Advisory

[security-announce] SUSE-SU-2014:1316-1: important: Security update for SUSE lists.opensuse.org Mailing List, Third Party Advisory

Security Advisory SA60564 - Ubuntu update for kernel - Secunia SECUNIA secunia.com Third Party Advisory

linux.oracle.com | ELSA-2014-3068 CONFIRM linux.oracle.com Third Party Advisory

kernel/git/torvalds/linux.git - Linux kernel source tree git.kernel.org

USN-2334-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

Bug 1113967 – CVE-2014-4667 kernel: sctp: sk_ack_backlog wrap-around problem CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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