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AUNACUAUNCPILPIAP Certain versions of Mailpoet Newsletters from Mailpoet contain the
’ following vulnerability:

The MailPoet Newsletters (wysija-newsletters) plugin before 2.6.7 for
WordPress allows remote attackers to bypass authentication and
execute arbitrary PHP code by uploading a crafted theme using wp-
admin/admin-post.php and accessing the theme in wp-
content/uploads/wysija/themes/mailp/.

CVE-2014-4725 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

MailPoet Newsletters (Previous) — WordPress plugin | @® CONFIRM wordpress.org/plugins/wysija-
WordPress.org wordpress.org newsletters/changelog/
text/html

WordPress Security - MailPoet Vuln Contributes to ¥3 MISC blog.sucuri.net/2014/07/mailpoet-vulnerability-

Thousands of Infected Websites | Sucuri Blog blog.sucuri.net exploited-in-the-wild-breaking-thousands-of-wordpress-
text/html sites.html

WordPress Security Vuln in MailPoet Plugin | Sucuri blog.sucuri.net ¥ MISC blog.sucuri.net/2014/07/remote-file-upload-

Blog text/html vulnerability-on-mailpoet-wysija-newsletters.htmi

WordPress Security - Infection Breaks Thousands of blog.sucuri.net ¥3 MISC blog.sucuri.net/2014/07/malware-infection-breaking-

WordPress Websites | Sucuri Blog text/html wordpress-sites.html

oss-security - Re: CVE request: WordPress plugin TR ¢« > MLIST [oss-security] 20140708 Re: CVE request:



https://cve.report/
https://cve.report/CVE-2014-4725/mitre
https://cve.report/CVE-2014-4725/nist
https://cve.report/CVE-2014-4725/cve_org
https://cve.report/CVE-2014-4725.pdf
http://cve.report/software/mailpoet/mailpoet_newsletters
http://cve.report/vendor/mailpoet
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://wordpress.org/plugins/wysija-newsletters/changelog/
http://blog.sucuri.net/2014/07/mailpoet-vulnerability-exploited-in-the-wild-breaking-thousands-of-wordpress-sites.html
http://blog.sucuri.net/2014/07/remote-file-upload-vulnerability-on-mailpoet-wysija-newsletters.html
http://blog.sucuri.net/2014/07/malware-infection-breaking-wordpress-sites.html
http://www.openwall.com/lists/oss-security/2014/07/08/7

wysija-newsletters remote file upload WordPress plugin wysija-newsletters remote file upload

Mass exploit of WordPress plugin backdoors sites @ MISC arstechnica.com/security/2014/07/mass-exploit-of-
running Joomla, Magento, too | Ars Technica wordpress-plugin-backdoors-sites-running-joomla-magento-
too/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mailpoet Mailpoet Newsletters 0.9 All All All
Application Mailpoet Mailpoet Newsletters 0.9.1 All All All
Application Mailpoet Mailpoet Newsletters 0.9.2 All All All
Application Mailpoet Mailpoet Newsletters 0.9.6 All All All
Application Mailpoet Mailpoet Newsletters 1.0 All All All
Application Mailpoet Mailpoet Newsletters 1.0.1 All All All
Application Mailpoet Mailpoet Newsletters 1.1 All All All
Application Mailpoet Mailpoet Newsletters 1.1.1 All All All
Application Mailpoet Mailpoet Newsletters 1.1.2 All All All
Application Mailpoet Mailpoet Newsletters 1.1.3 All All All
Application Mailpoet Mailpoet Newsletters 1.1.4 All All All
Application Mailpoet Mailpoet Newsletters 1.1.5 All All All
Application Mailpoet Mailpoet Newsletters 2.0 All All All
Application Mailpoet Mailpoet Newsletters 2.0.1 All All All
Application Mailpoet Mailpoet Newsletters 2.0.2 All All All
Application Mailpoet Mailpoet Newsletters 2.0.3 All All All
Application Mailpoet Mailpoet Newsletters 2.0.4 All All All
Application Mailpoet Mailpoet Newsletters 2.05 All All All
Application Mailpoet Mailpoet Newsletters 2.0.6 All All All
Application Mailpoet Mailpoet Newsletters 2.0.7 All All All
Application Mailpoet Mailpoet Newsletters 2.0.8 All All All
Application Mailpoet Mailpoet Newsletters 2.0.9 All All All
Application Mailpoet Mailpoet Newsletters 2.0.9.5 All All All
Application Mailpoet Mailpoet Newsletters 2.1 All All All

Application Mailpoet Mailpoet Newsletters 211 All All All
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