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CVE CVE-2014-4728
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-30 16:55:00 UTC
Updated 2018-10-09 19:49:00 UTC
Description

/

Risk And Classification

The web server in the TP-LINK N750 Wireless Dual Band Gigabit Router (TL-WDR4300) with firmware before 140916 allov

1|

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Tp-link TI-wdr4300 - All All All
Hardware Tp-link Tl-wdr4300 - All All All
Operating System Tp-link Tl-wdr4300 Firmware All All All All
References |
Reference Source Link Tags
SecurityFocus BUGTRAQ www.securityfocus.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
SecurityFocus BUGTRAQ www.securityfocus.com
TP-LINK WDR4300 HTML Injection and Denial of Service Vulnerabilities  BID www.securityfocus.com Exploit
Full Disclosure: TP-LINK WDR4300 - Stored XSS & DoS FULLDISC seclists.org Exploit
TP-LINK WDR4300 XSS / Denial Of Service =~ Packet Storm MISC packetstormsecurity.com
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2014-4728/mitre
https://cve.report/CVE-2014-4728/nist
https://cve.report/CVE-2014-4728/cve_org
https://cve.report/api/cve/CVE-2014-4728.json
https://cve.report/CVE-2014-4728.pdf
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/tl-wdr4300
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/tl-wdr4300
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/tl-wdr4300_firmware
http://www.securityfocus.com/archive/1/533501/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/96140
http://www.securityfocus.com/archive/1/533499/100/0/threaded
http://www.securityfocus.com/bid/70037
http://seclists.org/fulldisclosure/2014/Sep/80
http://packetstormsecurity.com/files/128343/TP-LINK-WDR4300-XSS-Denial-Of-Service.html
https://www.cve.org/CVERecord?id=CVE-2014-4728
https://nvd.nist.gov/vuln/detail/CVE-2014-4728

There are currently no legacy QID mappings associated with this CVE.
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