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IBM WebSphere Commerce 6.x through 6.0.0.11 and 7.x through 7.0.0.8 allows remote authenticated users to read arbitrai
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Websphere Commerce 6.0.0.0 All All All
Ibm Websphere Commerce 6.0.0.1 All All All
Ibm Websphere Commerce 6.0.0.10 All All All
Ibm Websphere Commerce 6.0.0.11 All All All
Ibm Websphere Commerce 6.0.0.2 All All All
Ibom Websphere Commerce 6.0.0.3 All All All
Ibm Websphere Commerce 6.0.0.4 All All All
Iom Websphere Commerce 6.0.0.5 All All All
Ibm Websphere Commerce 6.0.0.6 All All All
Ibm Websphere Commerce 6.0.0.7 All All All
Ibm Websphere Commerce 6.0.0.8 All All All
Ibm Websphere Commerce 6.0.0.9 All All All
Ibm Websphere Commerce 7.0 All All All
Ibm Websphere Commerce 7.0.0.1 All All All
Ibm Websphere Commerce 7.0.0.2 All All All
Ibm Websphere Commerce 7.0.0.3 All All All
Ibm Websphere Commerce 7.0.0.4 All All All
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Application Ibm Websphere Commerce 7.0.0.5 All All All
Application Ibm Websphere Commerce 7.0.0.6 All All All
Application Ibm Websphere Commerce 7.0.0.7 All All All
Application Ibm Websphere Commerce 7.0.0.8 All All All
Application Ibm Websphere Commerce 6.0.0.0 All All All
Application Ibm Websphere Commerce 6.0.0.1 All All All
Application Ibm Websphere Commerce 6.0.0.10 All All All
Application Ibm Websphere Commerce 6.0.0.11 All All All
Application Ibm Websphere Commerce 6.0.0.2 All All All
Application Ibm Websphere Commerce 6.0.0.3 All All All
Application Ibm Websphere Commerce 6.0.0.4 All All All
Application Ibm Websphere Commerce 6.0.0.5 All All All
Application Ibm Websphere Commerce 6.0.0.6 All All All
Application Ibm Websphere Commerce 6.0.0.7 All All All
Application Ibm Websphere Commerce 6.0.0.8 All All All
Application Ibm Websphere Commerce 6.0.0.9 All All All
Application Ibm Websphere Commerce 7.0 All All All
Application Ibm Websphere Commerce 7.0.0.1 All All All
Application Ibm Websphere Commerce 7.0.0.2 All All All
Application Ibm Websphere Commerce 7.0.0.3 All All All
Application Ibm Websphere Commerce 7.0.0.4 All All All
Application Ibm Websphere Commerce 7.0.0.5 All All All
Application Ibm Websphere Commerce 7.0.0.6 All All All
Application Ibm Websphere Commerce 7.0.0.7 All All All
Application Ibm Websphere Commerce 7.0.0.8 All All All
Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmclot
IBM notice: The page you requested cannot be displayed AIXAPAR  www-01.ibm.com
IBM WebSphere Commerce CVE-2014-4769 XML External Entity Information Disclosure Vulnerability ~BID www.securityfocus.com
IBM notice: The page you requested cannot be displayed AIXAPAR  www-01.ibm.com
IBM notice: The page you requested cannot be displayed CONFIRM  www-01.ibm.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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