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Summary

CVE CVE-2014-4786

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-10 10:55:00 UTC

Updated 2017-08-29 01:35:00 UTC

Description IBM Initiate Master Data Service 9.5 before 9.5.093013, 9.7 before 9.7.093013, 10.0 before 10.0.093013, and 10.1 before 10.1.093013 does not properly restrict use of FRAME elements, which allows remote authenticated users to conduct phishing attacks, and bypass intended access restrictions or obtain sensitive information, via a crafted web site, related to a "frame injection" issue.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Initiate Master Data Service 10.0 All All All

Application Ibm Initiate Master Data Service 10.1 All All All

Application Ibm Initiate Master Data Service 9.5 All All All

Application Ibm Initiate Master Data Service 9.7 All All All

Application Ibm Initiate Master Data Service 10.0 All All All

Application Ibm Initiate Master Data Service 10.1 All All All

Application Ibm Initiate Master Data Service 9.5 All All All

Application Ibm Initiate Master Data Service 9.7 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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