
CVE-2014-4814
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-4814

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-28 19:55:00 UTC

Updated 2017-08-29 01:35:00 UTC

Description IBM WebSphere Portal 6.1.0 through 6.1.0.6 CF27, 6.1.5 through 6.1.5.3 CF27, 7.0 through 7.0.0.2 CF28, 8.0 through 8.0.0.1 CF14, and 8.5.0 before CF03 does not properly detect recursion during entity expansion, which allows remote authenticated users to cause a denial of service (memory and CPU consumption) via a crafted XML document containing a large number of nested entity references, a similar issue to CVE-2003-1564.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Websphere Portal 6.1.0.0 All All All

Application Ibm Websphere Portal 6.1.0.1 All All All

Application Ibm Websphere Portal 6.1.0.2 All All All

Application Ibm Websphere Portal 6.1.0.3 All All All

Application Ibm Websphere Portal 6.1.0.4 All All All

Application Ibm Websphere Portal 6.1.0.5 All All All

Application Ibm Websphere Portal 6.1.0.6 All All All

Application Ibm Websphere Portal 6.1.5.0 All All All

Application Ibm Websphere Portal 6.1.5.1 All All All

Application Ibm Websphere Portal 6.1.5.2 All All All

Application Ibm Websphere Portal 6.1.5.3 All All All

Application Ibm Websphere Portal 7.0.0.0 All All All

Application Ibm Websphere Portal 7.0.0.1 All All All

Application Ibm Websphere Portal 7.0.0.2 All All All

Application Ibm Websphere Portal 8.0.0.0 All All All

Application Ibm Websphere Portal 8.0.0.1 All All All

Application Ibm Websphere Portal 8.5.0.0 All All All
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Application Ibm Websphere Portal 8.5.0.0 All All All

Application Ibm Websphere Portal 6.1.0.0 All All All

Application Ibm Websphere Portal 6.1.0.1 All All All

Application Ibm Websphere Portal 6.1.0.2 All All All

Application Ibm Websphere Portal 6.1.0.3 All All All

Application Ibm Websphere Portal 6.1.0.4 All All All

Application Ibm Websphere Portal 6.1.0.5 All All All

Application Ibm Websphere Portal 6.1.0.6 All All All

Application Ibm Websphere Portal 6.1.5.0 All All All

Application Ibm Websphere Portal 6.1.5.1 All All All

Application Ibm Websphere Portal 6.1.5.2 All All All

Application Ibm Websphere Portal 6.1.5.3 All All All

Application Ibm Websphere Portal 7.0.0.0 All All All

Application Ibm Websphere Portal 7.0.0.1 All All All

Application Ibm Websphere Portal 7.0.0.2 All All All

Application Ibm Websphere Portal 8.0.0.0 All All All

Application Ibm Websphere Portal 8.0.0.1 All All All

Application Ibm Websphere Portal 8.5.0.0 All All All

References

Reference Source Link Tags

IBM notice: The page you requested cannot be displayed AIXAPAR www-01.ibm.com

Security Advisory SA59740 - IBM WebSphere Portal Multiple Vulnerabilities - Secunia SECUNIA secunia.com

IBM WebSphere Portal CVE-2014-4814 Unspecified Denial of Service Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM notice: The page you requested cannot be displayed CONFIRM www-01.ibm.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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