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Absolute path traversal vulnerability in GNU Wget before 1.16, when recursion is enabled, allows remote FTP servers to wr

| 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Gnu Waget 1.12 All All All
Gnu Wget 1.13 All All All
Gnu Waget 1.13.1 All All All
Gnu Wget 1.13.2 All All All
Gnu Wget 1.13.3 All All All
Gnu Wget 1.13.4 All All All
Gnu Wget 1.14 All All All
Gnu Wget 1.12 All All All
Gnu Wget 1.13 All All All
Gnu Wget 1.13.1 All All All
Gnu Wget 1.13.2 All All All
Gnu Wget 1.13.3 All All All
Gnu Wget 1.13.4 All All All
Gnu Wget 1.14 All All All
Gnu Wget All All All All
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Document Display | HPE Support Center

McAfee KnowledgeBase - McAfee Security Bulletin - Data Loss Prevention hotfix resolves two security issues
Vulnerability Note VU#685996 - GNU Wget creates arbitrary symbolic links during recursive FTP download
Mageia Advisory: MGASA-2014-0431 - Updated wget packages fix CVE-2014-4877

USN-2393-1: Wget vulnerability | Ubuntu

Add module for CVE-2014-4877 (Wget) by hmoore-r7 - Pull Request #4088 - rapid7/metasploit-framework - GitHub
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openSUSE-SU-2014:1380-1: moderate: update for wget

Bug 1139181 — CVE-2014-4877 wget: FTP symlink arbitrary filesystem access

GNU Wget CVE-2014-4877 Symlink Vulnerability

Red Hat Customer Portal

[Bug-wget] GNU wget 1.16 released

[security-announce] SUSE-SU-2014:1366-1: important: Security update for

Document Display | HPE Support Center
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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