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CVE CVE-2014-4909
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-29 14:55:00 UTC
Updated 2014-11-14 03:06:00 UTC
Description Integer overflow in the tr_bitfieldEnsureNthBitAlloced function in bitfield.c in Transmission before 2.84 allows remote attacke

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 - Its All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 12.04 - Its All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Gentoo Linux All All All All
Operating System Gentoo Linux All All All All
Application Transmissionbt Transmission 0.1 All All All
Application Transmissionbt Transmission 0.2 All All All
Application Transmissionbt Transmission 0.3 All All All
Application Transmissionbt Transmission 0.4 All All All
Application Transmissionbt Transmission 0.5 All All All
Application Transmissionbt Transmission 0.6 All All All
Application Transmissionbt Transmission 0.6.1 All All All
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Applicaton 1 ransmissionnt I ransmission 251 All Al All
Application Transmissionbt Transmission 2.52 All All All
Application Transmissionbt Transmission 2.60 All All All
Application Transmissionbt Transmission 2.61 All All All
Application Transmissionbt Transmission 2.70 All All All
Application Transmissionbt Transmission 2.71 All All All
Application Transmissionbt Transmission 2.72 All All All
Application Transmissionbt Transmission 2.78 All All All
Application Transmissionbt Transmission 2.74 All All All
Application Transmissionbt Transmission 2.75 All All All
Application Transmissionbt Transmission 2.76 All All All
Application Transmissionbt Transmission 2.77 All All All
Application Transmissionbt Transmission 2.80 All All All
Application Transmissionbt Transmission 2.81 All All All
Application Transmissionbt Transmission 2.82 All All All
Application Transmissionbt Transmission All All All All
Reference

Debian -- Security Information -- DSA-2988-1 transmission

oss-security - Re: CVE request: transmission peer communication vulnerability

516822 — <net-p2p/transmission-2.84: peer communication vulnerability (CVE-2014-4909)
oss-security - CVE request: transmission peer communication vulnerability

Bug 1118290 — CVE-2014-4909 transmission: peer communication vulnerability
USN-2279-1: Transmission vulnerability | Ubuntu

About Secunia Research | Flexera

[SECURITY] Fedora 20 Update: transmission-2.84-1.fc20

404 Not Found

Changes — Transmission

Ben Hawkes on Twitter: "Transmission (default bittorrent client in most Linux distros) fixed a tricky 32-bit only issue. Test case: http://t.co/4kgb
openSUSE-SU-2014:0980-1: moderate: transmission

Transmission Out of Bounds Memory Corruption Vulnerability

About Secunia Research | Flexera

108997

About Secunia Research | Flexera

CVE Program record
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http://www.debian.org/security/2014/dsa-2988
http://www.openwall.com/lists/oss-security/2014/07/11/5
https://bugs.gentoo.org/show_bug.cgi?id=516822
http://www.openwall.com/lists/oss-security/2014/07/10/4
https://bugzilla.redhat.com/show_bug.cgi?id=1118290
http://www.ubuntu.com/usn/USN-2279-1
http://secunia.com/advisories/60108
http://lists.fedoraproject.org/pipermail/package-announce/2014-July/135539.html
http://inertiawar.com/submission.go
https://trac.transmissionbt.com/wiki/Changes#version-2.84
https://twitter.com/benhawkes/statuses/484378151959539712
http://lists.opensuse.org/opensuse-updates/2014-08/msg00011.html
http://www.securityfocus.com/bid/68487
http://secunia.com/advisories/59897
http://www.osvdb.org/108997
http://secunia.com/advisories/60527
https://www.cve.org/CVERecord?id=CVE-2014-4909

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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