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Summary

CVE CVE-2014-4927

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-24 14:55:00 UTC

Updated 2023-04-26 18:55:00 UTC

Description Buffer overflow in ACME micro_httpd, as used in D-Link DSL2750U and DSL2740U and NetGear WGR614 and MR-ADSL-DG834 routers allows remote attackers to cause a denial of service (crash) via a long string in the URI in a GET request.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Acme Micro Httpd - All All All

Application Acme Micro Httpd - All All All

Hardware D-link Dsl2740u - All All All

Hardware D-link Dsl2740u - All All All

Hardware D-link Dsl2750u - All All All

Hardware D-link Dsl2750u - All All All

Hardware Dlink Dsl2740u - All All All

Hardware Dlink Dsl2750u - All All All

Hardware Netgear Mr-adsl-dg834 - All All All

Hardware Netgear Mr-adsl-dg834 - All All All

Hardware Netgear Wgr614 v1 All All All

Hardware Netgear Wgr614 v2 All All All

Hardware Netgear Wgr614 v3 All All All

Hardware Netgear Wgr614 v4 All All All

Hardware Netgear Wgr614 v5 All All All

Hardware Netgear Wgr614 v6 All All All

Hardware Netgear Wgr614 v7 All All All
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Hardware Netgear Wgr614 v7 All All All

Hardware Netgear Wgr614 v8 All All All

Hardware Netgear Wgr614 v9 All All All

Hardware Netgear Wgr614 v1 All All All

Hardware Netgear Wgr614 v2 All All All

Hardware Netgear Wgr614 v3 All All All

Hardware Netgear Wgr614 v4 All All All

Hardware Netgear Wgr614 v5 All All All

Hardware Netgear Wgr614 v6 All All All

Hardware Netgear Wgr614 v7 All All All

Hardware Netgear Wgr614 v8 All All All

Hardware Netgear Wgr614 v9 All All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com Exploit

ACME micro_httpd Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com Exploit

ACME micro_httpd - Denial of Service EXPLOIT-DB www.exploit-db.com Exploit

109356 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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